


 
 

Copy forwarded for information and necessary action to :- 
 

1 The Deputy Registrar, (Admissions, Enrolment, Eligibility and Migration Dept)(AEM), 

dr@eligi.mu.ac.in 
 

2 The Deputy Registrar, Result unit, Vidyanagari 

drresults@exam.mu.ac.in 
 

3 The Deputy Registrar, Marks and Certificate Unit,. Vidyanagari 

dr.verification@mu.ac.in 
 

4 The Deputy Registrar, Appointment Unit, Vidyanagari 

dr.appointment@exam.mu.ac.in 
 

5 The Deputy Registrar, CAP Unit, Vidyanagari 

cap.exam@mu.ac.in 
 

6 The Deputy Registrar, College Affiliations & Development Department (CAD), 

deputyregistrar.uni@gmail.com 
 

7 The Deputy Registrar, PRO, Fort, (Publication Section), 

Pro@mu.ac.in 
 

8 The Deputy Registrar, Executive Authorities Section (EA)  

eau120@fort.mu.ac.in  
 

He is requested to treat this as action taken report on the concerned resolution adopted by the 

Academic Council referred to the above circular. 
 

9 The Deputy Registrar, Research Administration & Promotion Cell (RAPC), 

rapc@mu.ac.in 
 

10 The Deputy Registrar, Academic Appointments & Quality Assurance (AAQA) 

dy.registrar.tau.fort.mu.ac.in   

ar.tau@fort.mu.ac.in  
 

11 The Deputy Registrar, College Teachers Approval Unit (CTA), 

concolsection@gmail.com 
 

12 The Deputy Registrars, Finance & Accounts Section, fort 

draccounts@fort.mu.ac.in 
 

13 The Deputy Registrar, Election Section, Fort 

drelection@election.mu.ac.in 
 

14 The Assistant Registrar, Administrative Sub-Campus Thane, 

thanesubcampus@mu.ac.in  
 

15 The Assistant Registrar, School of Engg. &  Applied Sciences,  Kalyan, 

ar.seask@mu.ac.in 
 

16 The Assistant Registrar, Ratnagiri Sub-centre, Ratnagiri, 

ratnagirisubcentar@gmail.com  
 

17 The Director, Centre for Distance and Online Education  (CDOE),  

Vidyanagari, 

director@idol.mu.ac.in 

18 Director, Innovation, Incubation and Linkages, 

Dr. Sachin Laddha 

pinkumanno@gmail.com  

19 Director, Department of Lifelong Learning and Extension (DLLE), 

dlleuniversityofmumbai@gmail.com 
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To, 

1 The Chairman, Board of Deans    

      pvc@fort.mu.ac.in 
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Faculty of Humanities, 
 

Offg. Dean 
1. Prof.Anil Singh 

    Dranilsingh129@gmail.com  
 

 

Offg. Associate Dean 
 

2. Prof.Manisha Karne 

    mkarne@economics.mu.ac.in 
 

 

3. Dr.Suchitra Naik 

    Naiksuchitra27@gmail.com 
 
 

Faculty of  Commerce & Management, 
 

Offg. Dean, 

1 Prin.Ravindra Bambardekar 

    principal@model-college.edu.in 

      Offg. Associate Dean 
2. Dr.Kavita Laghate 

    kavitalaghate@jbims.mu.ac.in 

3.  Prin.Kishori Bhagat   

     kishoribhagat@rediffmail.com 

 

         

Copy for information :- 

 

1 P.A to Hon’ble Vice-Chancellor, 

vice-chancellor@mu.ac.in 

 

2 P.A to Pro-Vice-Chancellor 

pvc@fort.mu.ac.in 

 

3 P.A to Registrar, 

registrar@fort.mu.ac.in 

 

4 P.A to all Deans of all  Faculties 

 

5 P.A to Finance & Account Officers, (F & A.O),  

camu@accounts.mu.ac.in 
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Faculty of  Science & Technology 
 

Offg. Dean 
1. Prof. Shivram Garje 

    ssgarje@chem.mu.ac.in 
 

Offg. Associate Dean 
 

2. Dr. Madhav R. Rajwade 

    Madhavr64@gmail.com 
 

3. Prin. Deven Shah 

    sir.deven@gmail.com 

 

Faculty of  Inter-Disciplinary Studies, 

Offg. Dean 
1.Dr. Anil K. Singh 

   aksingh@trcl.org.in 
 

Offg. Associate Dean 
 

 

2.Prin.Chadrashekhar Ashok Chakradeo 

   cachakradeo@gmail.com 

3. Dr. Kunal Ingle 

drkunalingle@gmail.com  
 

3 Chairman, Board of Studies, 

 

4 The Director, Board of  Examinations and Evaluation, 

dboee@exam.mu.ac.in 

 

5 The Director, Board of Students Development,   

dsd@mu.ac.in                  DSW  direcotr@dsw.mu.ac.in 
 

6 The Director, Department of Information & Communication Technology, 

director.dict@mu.ac.in 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

mailto:ssgarje@chem.mu.ac.in
mailto:Madhavr64@gmail.com
mailto:sir.deven@gmail.com
mailto:aksingh@trcl.org.in
mailto:cachakradeo@gmail.com
mailto:drkunalingle@gmail.com
mailto:dboee@exam.mu.ac.in
mailto:dsd@mu.ac.in
mailto:direcotr@dsw.mu.ac.in
mailto:director.dict@mu.ac.in


 

                                                                               AC – 25/03/2026 
Item No. 6.34 (N) 

 

 

As Per NEP 2020 
 

  

                                  
 

University of Mumbai 
 

 

 

 

                            

                         

                         

Syllabus for Major 

Vertical – 1, 4 & 6 

(Scheme – I) 
 

Faulty of Science & Technology 

Board of Studies in Information  Technology 

Name of the Programme – B.Sc. (Information Technology) 

U.G. Third Year 

Programme 

Exit 

Degree 

B.Sc. (Information 

Technology) 

Semester V & VI 

From the Academic Year 2026-27 

 
 

 
 

 

 

 

 

  



 

 

 

                                         University of Mumbai 

                                

                                                          

                                                            (As per NEP 2020)  

Sr.No. Heading Particulars 

1 

Title of program 

 

O:____________________  

B.Sc. (Information Technology) 

2 Exit Degree B.Sc. (Information Technology) 

3 

Scheme of Examination 

 

R:  ____________ 

NEP  

40% Internal  

60% External, Semester End Examination   

Individual Passing in Internal and 

External Examination  

4 Standards of Passing 

R: ______________ 
40% 

5 Credit Structure 

R: SU-510 E(I)      R: SU-510 F(I) 
Attached herewith 

6 Semesters Sem. V & VI 

7 Program Academic Level 5.5 

8 Pattern Semester 

9 Status New 

10 
To be implemented from 

Academic Year  
2026-27 

 

 

 

 

   Sd/-                                                    Sd/-                                                        Sd/- 

Sign of the BOS  

Dr. R. Srivaramangai 

Chairman/Co-ordinator 

BOS/Ad-hoc BOS  in 

Information Technology 

 Sign of the                              

Offg. Associate Dean 

Dr. Madhav R. Rajwade 

Faculty of Science & 

Technology 

Sign of the Offg. Dean 

Prof. Shivram S. Garje 

Faculty of Science & 

Technology 

 

        

  



 

   B.Sc. (Information Technology)  

  Credit Structure (Sem. V & VI) 
 

(B. Sc.)- Major & Minor 

  
R: SU-510 E (I)       

 

Vertical  1 2 3 4 5 6   

Level Semester Major (M1) Minor 
(M2) 

OE VSC, SEC 

(VSEC) 

AEC, 

VEC, 

IKS 

OJT, 

FP, 

CEP, 

CC, RP 

Cum. 
Cr. / 

 

Sem. 

Degree/ 
Cum. 
Cr. Mandatory Electives 

 
 
 
 
 
 
 
 
 
 

5.5 

 
 

V 10 

 

Dot Net Core 

and 

Progressive 

Web 

Application 

(2) 

 

Dot Net Core 

and 

Progressive 

Web 

Application(P

ractical) (2) 

 

 

Artificial 

Intelligence 

and 

Application 

Development 

(2) 

 

Artificial 

Intelligence 

Application 

Development 

and Jira 

(Practical) (2) 

 

Indian 

Knowledge 

Systems in 

Information 

Technology 
(2) 

 

 

 

4 

 

Enterprise 

Java 

Practical (2) 

 

    OR 

 

Android 

Practical (2) 

 

 

Full Stack 

developme

nt MERN 

Practical 

(2) 

 

OR 
O 

Linux 

Administrati

on Practical 

(2) 

4 
(2+2) 

     ---- VSC: 2 

Internet 

of Things 

Practical 
(2) 

    ---- CEP: 2 22  

 

 

 

 

 

 

 

 

 

UG 

Degree 

132 
 

 



 

  R: SU-510 F (I)       

VI 10 
 

Project 

Management 

(2) 

 

Computer 

Security (2) 

 
Data 

Analytics and 

Business 

Intelligence 
(2) 

 
Data 

Analytics and 

Business 

Intelligence 

and Computer 

Security 

Practical (2) 

 
Cloud 

Computing 

and Testing 

Tools 

Practical (2) 

 
 

4 
 

Geographi

cal 

Informatio

n System 

Practical 
(2) 

 

OR 
Enterprise 

Networking 

Practical (2) 

 

 
Cyber law 

and 

Digital 

Policy (2) 
 

OR 
IT Service 

Managem

ent (2) 

4 
 

(2+2) 

---- ---- ---- OJT :4 22 

Cum Cr. 48 8 18 12 8+6 8+4+2 8+2+2
+2+4 

132 

Exit option: Award of UG Degree in Major and Minor with 132 credits OR Continue with Major and Minor 

 

 

[Abbreviation - OE        – Open Electives, VSC   – Vocation Skill Course, SEC  –  Skill Enhancement Course, (VSEC), 

AEC  –  Ability Enhancement Course, VEC  –  Value Education Course, IKS   –  Indian Knowledge System, OJT  –  

on Job Training, FP – Field Project, CEP – Community Engagement Project, CC –  Co-Curricular, RP  –  Research 

Project ]  
 

[* 2 Credit IKS Major paper (Core Subject Specific Theory may be included in Sem III 

or V)] 
 

 

          

 

  



Program Structure for Sem. V & VI  

(NEP 2020) 
 

Vertical No Paper Title Credits  

Sem. V 

1. 

 

3. 

Mandatory 1. Dot Net Core and Progressive Web Application 2 

2. Dot Net Core and Progressive Web Application(Practical) 2 

3. Artificial Intelligence and Application Development 2 

4. Artificial Intelligence Application Development and Jira 

(Practical) 

2 

5. Indian Knowledge Systems in Information Technology 2 

Electives  1 1. Enterprise Java Practical 

Or 

2. Android Practical 

2 

2 1. Full Stack development MERN Practical 

Or 

2. Linux Administration Practical 

2 

2. Minor 

(To be selected from other programme)   

4 

(2+2) 

4.     VSC 

(Practical) 

1. Internet of Things Practical 2 

6. CEP (To be selected from CEP topic list) 2 

                                                                                                                 Credits  22 

Sem. VI 

 

 

1. 

 

8. 

 

 

Mandatory 

1. Project Management 2 

2. Computer Security 2 

3. Data Analytics and Business Intelligence 2 

4. Data Analytics and Business Intelligence and Computer 

Security Practical 

2 

5. Cloud Computing and  Testing Tools Practical 2 

Electives 1.  1. Geographical Information System Practical 

Or 

2. Enterprise Networking Practical 

2 

2 

1. Cyber law and Digital Policy 

Or 

2. IT Service Management. 

2 

2. Minor  
(To be selected from other discipline) 

4 

(2+2) 

6. VI                       OJT 4 

Credits  22 

Total Credits 44 



 

 

 

 
 

 

Sem. - V 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

Sem. - V 

Vertical – 1 

Major 

Mandatory 

(2+2+2+2+2) 

  



 

 

Syllabus 

B.Sc. (Information Technology) 

(Sem.- V) 
 

Name of the Course:         Dot .Net Core and Progressive Web Application 

Sr.No. Heading Particulars 

1 Description the course 

: 

Including but Not 

limited to: 

.NET Core and PWA is a major theory course It bridges 

two of the most important domains in contemporary 

full-stack and cross-platform web development: server-

side application development on the modern Microsoft 

.NET platform using C# and ASP.NET Core, and client-

side Progressive Web Application (PWA) engineering 

using open web standards. Together, they equip students 

with an end-to-end skill set for building enterprise-

grade, cross-device, and offline-capable web 

applications — a profile that is in exceptionally high 

demand across Indian IT industry, product companies, 

and global MNCs. 

language fundamentals (data types, control flow, 

methods, error handling) through object-oriented 

programming (classes, inheritance, polymorphism, 

interfaces, exception handling) — before progressing to 

ASP.NET Core architecture: the request pipeline, 

middleware, routing, the Model-View-Controller 

(MVC) pattern, Razor Pages, and RESTful Web API 

development. The second half pivots to Progressive 

Web Applications — exploring the PWA philosophy, 

Service Workers and their lifecycle, the Web App 

Manifest, caching strategies, offline functionality, push 

notifications, responsive/mobile-first design, and the 

critical integration of PWA front-ends with ASP.NET 

Core back-ends, rounded off by security fundamentals 

(CORS, JWT overview) and performance optimisation 

using industry tools such as Lighthouse. 

2 Vertical : Major   

3 Type : Theory  

4 Credits : 2 credits (1 credit = 15 Hours for Theory)  

5 Hours Allotted : 30 Hours  

6 Marks Allotted: 50 Marks  

7 Course Objectives(CO):  



CO 1: To provide students with fundamental and advanced knowledge of C# 

programming and the modern .NET platform. 

CO 2: To enable students to design and develop web applications using ASP.NET 

Core architecture and MVC concepts. 

CO 3: To familiarize students with restful API development and integration with 

front-end applications. 

CO 4: To introduce the concepts, architecture, and implementation of Progressive 

Web Applications (PWA). 

CO 5: To develop skills in building responsive, secure, and performance-optimized 

web applications using modern web standards. 

8 Course Outcomes (OC):  

OC 1: Develop applications using C# and implement object-oriented programming 

concepts in the .NET environment. 

OC 2: Design and deploy dynamic web applications using ASP.NET Core, routing, 

middleware, and MVC architecture. 

OC 3: Build and consume restful APIs and integrate backend services with client-

side applications. 

OC 4: Create Progressive Web Applications with features such as service workers, 

web app manifest, and offline caching. 

OC 5: Apply modern web development practices including responsive design, 

security mechanisms, and performance optimization in real-world 

applications. 

9 Modules:- 

Module 1: Introduction to C#.NET 

1. Overview of .NET Ecosystem:.NET Framework vs. .NET Core / .NET 5+ / 

.NET 7+, Common Language Runtime (CLR), Assemblies, CLI tools 

2. Basics of C# Language: Data types, Variables, Operators, Expressions, 

Control Structures: If, Switch, Loops, Methods, Parameters, Error Handling 

3. Object Oriented Programming in C#: Classes & Objects, inheritance, 

Polymorphism, Interfaces, Namespaces and Exception Handling 

4. ASP.NET Core Fundamentals: Web Server Basics, Middleware, Request 

Lifecycle, Routing, Controllers, Views (MVC),Razor pages and REST API 

endpoints, Web Forms 

 Module 2: PWA 

1. Introduction to PWA: Concept and evolution of Progressive Web 

Applications, key characteristics (reliable, fast, engaging), comparison with 

native and hybrid apps, requirement of HTTPS. 

2. Core PWA Components: Web App Manifest (properties and configuration), 

Service Workers (registration and lifecycle), caching strategies, offline 

functionality, and basic push notifications. 

3. Responsive Web Design: Mobile-first approach, media queries, flexible 

layouts, and UI/UX principles for cross-device compatibility. 



 

4. Integration with .NET Backend: Consuming ASP.NET Core Web APIs, 

deployment basics, performance testing using tools like Lighthouse. 

Security and Optimization: CORS basics, authentication concepts (JWT 

overview), performance and accessibility best practices. 

10 Text Books 

1. Beginning ASP.NET 4.5 in C#, Matthew MacDonald,Apress 

2. C# 2015, Anne Bohem and Joel Murach,Murach,Third 

3. Progressive Web App,Dean Alan Hume 

11 Reference Books 

1. C# 4.0: The Complete Reference Paperback – 27 April 2010 

by Herbert Schildt (Author) 

2. C#: A Beginner's Guide, McGraw-Hill Professional 

3. Progressive Web Applications by Jason Grigsby  

12 Internal Continuous Assessment: 40% 

Continuous Evaluation through:  

1. Class test of 1 of 15 marks 

2. Class test of 2 of 15 marks 

           Average of the two: 15 marks 

3. Quizzes/ Presentations/ Assignments: 5 marks 

Total: 20 marks 

13 Semester End Examination: 60% 

Format of Question Paper: External Examination 

(30 Marks)– 1 hr duration 

14 Format of Question Paper: (Semester End Examination : 30 Marks. Duration:1 

hour) 

Q1: Attempt any three (out of five/Six) from Module 1 (15 marks) 

Q2: Attempt any three (out of five/Six) from Module 2 (15 marks) 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Syllabus 

B.Sc. (Information Technology) 

(Sem.- V) 
 

Name of the Course:     (Dot) .Net Core and Progressive Web Application (Practical) 

Sr.No. Heading Particulars 

1 Description the course 

: 

Including but Not 

limited to: 

.Net Core and PWA practical course focuses on developing 

hands-on skills in C# and .NET technologies along with 

modern web development. Students work on basic 

programming tasks like arithmetic operations, sorting, and 

patterns, and gradually learn advanced concepts such as 

inheritance, interfaces, delegates, and exception handling. It 

also includes building web applications using ASP.NET, 

working with databases through Entity Framework Core, 

and performing CRUD operations. In addition, students are 

introduced to Progressive Web Applications (PWAs), 

where they learn to create web apps with offline support and 

real-world features. 

2 Vertical : Major   

3 Type : Practical 

4 Credits : 2 credits (1 credit = 30 Hours of Practical work in a 

semester)  

5 Hours Allotted : 60 Hours  

6 Marks Allotted: 50 Marks  

7 Course Objectives(CO):  

CO1. To provide fundamental knowledge of C# programming and object-oriented 

concepts. 

CO2. To develop problem-solving skills using advanced C# features such as 

delegates, events, interfaces, and exception handling. 

CO3. To enable students to design and develop web applications using ASP.NET 

Web Forms and ASP.NET Core. 

CO4. To introduce database connectivity and ORM concepts using SQL Server and 

Entity Framework Core. 

CO5. To familiarize students with Web API development and modern web 

technologies such as Progressive Web Applications (PWA). 

8 Course Outcomes (OC):  

OC1. Develop C# programs using basic programming constructs, arrays, strings, and 

pattern generation. 

OC2. Apply Object-Oriented Programming concepts such as inheritance, 

polymorphism, interfaces, constructors, delegates, and exception handling. 



 

OC3. Design and develop ASP.NET Web Forms and ASP.NET Core applications 

using server controls and validation techniques. 

OC4. Implement database connectivity using SQL Server and Entity Framework Core 

to perform CRUD operations. 

OC5. Develop Web APIs and Progressive Web Applications (PWA) with offline 

support, service workers, and manifest configuration. 

9 Modules:- 

Module 1: 

1.Write the program for the following: 

a. Create an MVC application to perform basic Arithmetic Operations.  

b. Create an application to print Floyd’s triangle till n rows in C#.  

c. Write C# code to arrange the name of cities in sorted order. Accept name of 10 

cities from the user 

2. Write the program with different features of C#  

a. Function Overloading 

b. Inheritance (all types)  

c. Constructor overloading 

d. Interfaces  

e. Using Delegates and events  

f. Exception handling 

3. Write the program for the following: 

a. Create methods add(). multiply(), substract() ,divide() with suitable parameters 

and call these methods using concept of C# delegate. 

b. Write a program using multicast delegate. 

c. Create a class BankAccount with AccountNumber and Balance. 

Implement property for Balance with validation (Balance cannot be negative). 

 4. Create an ASP.NET Web Forms application using simple server controls. 

a. Design a Student Registration Form using the following ASP.NET controls: 

i. Label and TextBox to accept Student Name 

ii. RadioButton to select Gender (Male/Female) 

iii. DropDownList to select Course (BSc IT, BSc CS, BCA) 

iv. CheckBox for accepting Terms & Conditions 

v. Calendar control to select Date 

vi. Button control to submit the form 

vii. Label control to display the output 

b. Create a Registration form to demonstrate use of various Validation controls.  

c. Create Web Form to demonstrate use of Adrotator Control. 

5. Create the following application: 

a. Create a web application to demonstrate the use of different types of Cookies. 

b. Create a Product Table in SQL Server and perform Insert Operation using 

Entity Framework Core. 



c. Develop a web application to perform CRUD Operations (Create, Read, 

Update, Delete) on Employee table using EF Core. 

d. Authentication and Authorization in ASP.NET Core. 

 Module 2: 

 1.   a. Create a simple website for a College Information Portal and convert it into a   

Progressive Web Application. 

b. Create a PWA that displays a custom offline page when the user is not connected 

to the internet. 

2.   a. Develop a PWA that works in offline mode using Service Worker. 

b. Create a Student Record Management PWA. 

3.  a. Create an HTML page that would be the starting point of the application. This 

HTML will contain a link to the file named manifest.json. This is an important 

file that would be created in the next step. 

b. Create a simple Web API that returns Student data in JSON format. 

4.   a. Develop CRUD operations using ASP.NET Core Web API and Entity Framework 

Core. 

b. Create an API endpoint to calculate Factorial of a Number and test it using 

Postman. 

5.   a. Create a PWA with a Web App Manifest file including: 

App name 

Icons 

Start URL 

Display mode 

Implement Push Notifications in a PWA. 

b. Develop an E-Commerce PWA with product listing and offline cart 

functionality. 

10 Text Books 

1. Programming in C# – E. Balagurusamy, McGraw Hill Education. 

2. ASP.NET Core in Action – Andrew Lock, Manning Publications. 

3. Pro ASP.NET Core MVC – Adam Freeman, Apress. 

4. Entity Framework Core in Action – Jon P Smith, Manning Publication 

11 Reference Books 

1. Professional ASP.NET Core – Jon Galloway et al., Wrox Publication. 

2. Learning Progressive Web Apps – John Wargo, Addison-Wesley. 

12 Internal Continuous Assessment: 40% 

Continuous Evaluation through:  

Students are expected to attend each practical and submit the written practical of the 

previous session. Performing Practical and write-up submission will be continuous 

internal evaluation. 2.5 marks can be 

awarded for each practical performance and write-up submission totalling to 50 marks 

and can be converted to 20 marks. 



 

13 Semester End Examination: 60% 

30 marks Semester End Practical Examination.  (2 hours duration) 

14 Format of Question Paper: (Semester End Examination : 30 Marks. Duration: 2 

hours) 

Practical Slip: 

Q1. From Module 1               13 marks 

Q2. From Module 2               12marks 

Q3. Journal and Viva             05 marks 

 

 

 

 

 

 

 

 

  



Syllabus 

B.Sc. (Information Technology) 

(Sem.- V)  
Title of Paper Artificial Intelligence and Application Development 

Sr. No.  Heading  Particulars   

1  

  

 Description of the course :  

  

Including but Not limited to 

:  

This course introduces the fundamental concepts and 

practical methodologies of Artificial Intelligence with a 

strong emphasis on real-world application development. 

It covers intelligent agents, problem-solving through 

search, probabilistic reasoning, machine learning, and 

deep learning techniques using standard AI frameworks 

and development tools. 

Students learn to design, implement, evaluate, and 

deploy AI models as part of complete application 

systems. The course integrates theoretical foundations 

with hands-on development, enabling learners to build 

intelligent solutions such as predictive analytics 

systems, recommendation engines, chatbots, and 

computer vision applications. 

2   Vertical :  Major   

3   Type :  Theory  

4   Credit:   2 credits (1 credit = 15 Hours for Theory)  

5  Hours Allotted :  30 Hours  

6   Marks Allotted:  50 Marks  

7  Course Objectives(CO):  

CO 1. To understand and apply core AI concepts including intelligent agents, 

search techniques, probabilistic reasoning, and fundamental machine 

learning models. 

CO 2.To implement supervised and introductory deep learning algorithms with 

appropriate evaluation and performance analysis. 

CO3. To design end-to-end AI pipelines integrating data preprocessing, model 

development, validation, and inference within application architectures. 

CO4. To develop and deploy AI-based applications while ensuring scalability,  

          robustness, and ethical considerations. 

8  Course Outcomes (OC):  

OC1. Apply intelligent agent models, search algorithms, probabilistic 

reasoning, and fundamental machine learning techniques to solve structured AI 

problems. 

OC2. Implement and evaluate supervised and basic deep learning models using 

appropriate performance metrics. 



 

OC3. Design and construct end-to-end AI pipelines including data 

preprocessing, model training, validation, and inference integration within 

applications. 

OC4. Develop and deploy AI-based applications ensuring scalability, 

robustness, and adherence to ethical and responsible AI practices. 

9   Modules:- Per credit One module can be created   

Module 1: Foundations and theoretical approach 

1. Introduction: What Is AI? The Foundations of Artificial Intelligence, The State of 

the Art, Risks and Benefits of AI.  

2. Intelligent Agents: Agents and Environments, Good Behaviour: The Concept 

of Rationality, The Nature of Environments, The Structure of Agents  

3. Solving Problems by Searching: Problem-Solving Agents, Example Problems, 

Search Algorithms, Uninformed Search Strategies, Informed (Heuristic) Search 

Strategies, Heuristic Functions 

4. Quantifying Uncertainty: Acting under Uncertainty, Basic Probability 

Notation, Inference Using Full Joint Distributions, Independence, Bayes’ Rule 

and Its Use, Naive Bayes Models, The Wumpus World Revisited 

5. Probabilistic Reasoning: Representing Knowledge in an Uncertain Domain, 

The Semantics of Bayesian Networks, Exact Inference in Bayesian Networks, 

Approximate Inference for Bayesian Networks, Causal Networks 

Module 2: AI Application Development and Ethics 

1. Learning from Examples: Forms of Learning, Supervised Learning, Learning 

Decision Trees, Model Selection and Optimization, The Theory of Learning, 

Linear Regression and Classification, Nonparametric Models, Ensemble 

Learning, Developing Machine Learning Systems 

2. The Machine Learning Landscape :What Is Machine Learning?, Why Use 

Machine Learning?, Types of Machine Learning Systems, Supervised and 

Unsupervised Learning, Batch and Online Learning, Instance-Based Versus 

Model-Based Learning, Main Challenges of Machine Learning, Insufficient 

Quantity of Training Data, Nonrepresentative Training Data, Poor-Quality Data, 

Irrelevant Features, Overfitting the Training Data, Underfitting the Training 

Data, Stepping Back, Testing and Validating, Exercises 

3.  Classification:  MNIST, training a Binary Classifier, Performance Measures, 

Measuring Accuracy Using Cross-Validation, Confusion Matrix, Precision and 

Recall, Precision/Recall Tradeoff, The ROC Curve, Multiclass Classification, 

Error Analysis, Multilabel Classification, Multioutput Classification 

4. Decision Trees: Training and Visualizing a Decision Tree, Making Predictions, 

Estimating Class Probabilities, The CART Training Algorithm, Computational 

Complexity, Gini Impurity or Entropy? Regularization Hyperparameters, 

Regression, Instability, Exercises 



5. Philosophy, Ethics, and Safety of AI: The Limits of AI, Can Machines Really 

Think?, The Ethics of AI 

10 Text Books 

1. Artificial Intelligence: A Modern Approach – Stuart Russell and Peter Norvig – 

Pearson Education, 2020 

2. Hands-On Machine Learning with Scikit-Learn, Keras & TensorFlow – Aurélien 

Géron,O’Reilly Media, 2022 (Third Edition) 

11 Reference Books:  

1. The Hundred-Page Machine Learning Book – Andriy Burkov 

– Andriy Burkov, 2020 (First Edition)  

2. Machine Learning for Absolute Beginners – Oliver Theobald 

– Independently published, 2020 (First Edition) 

3. Artificial Intelligence: Foundations of Computational Agents – David L. Poole 

and Alan K. Mackworth– Cambridge University Press, 2023 (Third Edition) 

4. Online Resources: 

https://artint.info/3e/slides/index.html   

https://soclibrary.futa.edu.ng/books/ 

Machine%20Learning%20Engineering%20(Andriy%20Burkov)%20(Z-

Library).pdf 

12 Internal Continuous Assessment: 40%  

 Continuous Evaluation through:  

1. Class test of 1 of 15 marks  

2. Class test of 2 of 15 marks  

Average of the two: 15 marks  

3. Quizzes/ Presentations/ Assignments: 5 marks 

Total: 20 marks  

 13 Semester End Examination: 60% 

External Examination (30 Marks)– 1 hr duration 

14  

  

Format of Question Paper: (Semester End Examination : 30 Marks. Duration:1 hour) 

Q1: Attempt any three (out of five/six) from Module 1 (15 marks) 

Q2: Attempt any three (out of five/six) from Module 2 (15 marks) 

 

 

 

 

 

 

 

 

 

 

 

https://artint.info/3e/slides/index.html
https://soclibrary.futa.edu.ng/books/


 

Syllabus 

B.Sc. (Information Technology) 

(Sem.- V)  
Name of the Course: Artificial Intelligence Application Development and Jira 

(Practical) 

Sr.No. Heading Particulars 

1 Description the course 

: 

Including but Not 

limited to: 

This practical component provides hands-on experience in 

implementing Artificial Intelligence and machine learning 

algorithms using modern tools. It covers search techniques, 

probabilistic modelling, classification, regression, and 

model evaluation. Students work with datasets to build, 

validate, and analyse AI systems. 

This course also provides hands-on training in Agile Project 

Management using Jira Cloud. Students will learn how to 

create and manage Scrum and Kanban projects, configure 

workflows, manage issues, generate reports, implement 

automation, and apply security controls. The course 

emphasizes practical implementation aligned with industry 

standards to enhance employability and project 

management skills. 

2 Vertical : Major   

3 Type : Practical 

4 Credits : 2 credits (1 credit = 30 Hours of Practical work in a 

semester)  

5 Hours Allotted : 60 Hours  

6 Marks Allotted: 50 Marks  

7 Course Objectives(CO):  

CO1. Implement intelligent agent models and search algorithms to solve AI 

problems. 

CO2. Develop probabilistic models and perform inference using appropriate 

tools. 

CO3. Build and train machine learning models for classification and 

regression tasks. 

CO4. Evaluate AI models using validation techniques and performance 

metrics. 

CO5. Develop and deploy a complete AI application using datasets. 

CO6. Assess bias, fairness, and ethical considerations during AI model 

development. 

CO7. To understand Agile project management concepts. 

CO8. To configure and manage projects using Jira Cloud. 

CO9. To implement Scrum and Kanban frameworks. 



CO10. To customize workflows, permissions, dashboards, and automation. 

8 Course Outcomes (OC):  

OC1. Implement intelligent agent models and classical search algorithms to 

solve structured AI problems. 

OC2. Construct probabilistic models and perform inference using Bayes’ rule, 

Naive Bayes, and Bayesian networks. 

OC3. Develop and train machine learning models for classification and 

regression using real-world datasets. 

OC4. Evaluate and compare AI models using appropriate performance 

metrics such as accuracy, precision, recall, F1-score, and ROC curves. 

OC5. Apply cross-validation and basic hyperparameter tuning techniques to 

improve model performance. 

OC6. Design and deploy a basic AI application while analysing fairness, bias, 

and ethical considerations. 

OC7. Create and configure Jira projects. 

OC8. Manage issues and workflows effectively. 

OC9. Implement Scrum and Kanban practices. 

OC10. Use JQL, reports, and dashboards for project tracking. 

OC11. Configure permissions, security, and automation rules 

9 Modules:-  

Module 1:  

Introduction to AI and Intelligent Agents 

1. Design a Simple Rational Agent by defining PEAS for Vacuum                             

Cleaner Environment and Autonomous Taxi. Classify environments 

(fully/partially observable, deterministic/stochastic, episodic/sequential).  

Implement a simple table-driven agent in Python.   

Problem Solving by Searching (Uninformed Search) 

2. Given an initial configuration of the 8-puzzle and a goal configuration, write a 

Python program to find the shortest sequence of moves to reach the goal state 

using Breadth-First Search (BFS). 

3. Given two water jugs of 4 litres and 3 litres capacity, write a Python program 

to obtain exactly 2 litres in one jug using Depth-First Search (DFS). [Vary 

capacity of jugs] 

Given a weighted graph representing cities and distances between them, write a 

Python program to find the least-cost path from Arad to Bucharest using Uniform Cost 

Search (UCS). [Provide any other weighted graph for applying UCS] 

Problem Solving by Searching (Informed Search) 

1. Given an initial configuration of the 8-puzzle and a goal configuration, write a 

Python program to find the solution using Greedy Best-First Search with the 

Manhattan Distance heuristic. 

2. Given an initial configuration of the 8-puzzle and a goal configuration, write a 

Python program to find the shortest path using A* search with the Manhattan 

Distance heuristic. 



 

3. Given a weighted graph representing cities and distances between them, write 

a Python program to find the shortest path from Arad to Bucharest using A* 

search with a heuristic function (straight-line distance to destination). 

Bayes’ Rule Application 

1. Scenario: 
A medical test is used to detect a particular disease. 

The probability that a randomly selected person has the disease is 1%. 

If a person has the disease, the test returns positive with probability 99%. 

If a person does not have the disease, the test still returns positive with 

probability 5% (false positive rate). 

A person takes the test and receives a positive result. 

Problem Statement: 

Write a Python program to compute the probability that the person actually has 

the disease given that the test result is positive. 

Naïve Bayes’ Classification 

1. Using a small dataset (e.g., weather or spam dataset), implement a Naive Bayes 

classifier using scikit-learn. 

Probability Reasoning (Bayesian Networks & Inference) 

1. Using a simple example (Burglary–Alarm), create a Bayesian Network using 

pgmpy. 

2. Write a program to compute Posterior Probability using Bayesian 

Networks(Burglar|Alarm = True)  

Machine  Learning  

1. Using any small dataset (e.g., Iris or a CSV dataset), write a Python program 

to demonstrate the basic machine learning workflow. 

a. Load dataset using Pandas. 

b. Perform basic preprocessing (handling missing values or scaling). 

c. Split dataset into training and testing sets. 

d. Train a simple classifier. 

e. Display training and testing accuracy. 

2. Using a suitable regression dataset, implement Linear Regression using scikit-

learn. 

3. Using the MNIST dataset (digit vs not digit), implement a binary classifier. 

4. Implement k-fold cross-validation on a classification model. 

5. Implement a Decision Tree classifier using the Iris or any relevant dataset. 

6. Implement Decision Tree regression on a regression dataset. 

7. Implement k-Nearest Neighbors (kNN) classifier. 

8. Implement multiclass classification using Logistic Regression or Decision 

Tree. 

Ethics and Bias Analysis 
Select any publicly available dataset (for example, Iris, Adult Income, or a 

classification dataset of your choice) and analyze it for possible bias and class 

imbalance. 

 Module 2: Jira Setup & Project Configuration, Advanced Configuration, 

Reporting & Governance 

Practical 1: Jira Setup & Project Creation 



A. Create a Jira Cloud account and explore the dashboard. 

B. Create a Company-managed Scrum/Kanban Project. 

C. Configure project details 

Practical 2: Team Creation & Role Assignment 

A. Add Team Members 

B. Assign Roles 

Practical 3: Issue Types & Configuration 

A. Create and configure Issue Types (Epic, Story, Task, Bug) 

B. Create Components and Versions. 

Practical 4: Issue Management 

A. Create issues under an Epic. 

B. Assign issues to users and set Priority & Due Date. 

Practical 5: Workflow Customization 

A. Design a custom workflow 

B. Add transitions and conditions. 

C. Publish and associate workflow with a project. 

Practical 6: Scrum Board & Sprint Management 

A. Create and configure Scrum Board. 

B. Create and start a Sprint. 

C. Complete Sprint and generate Sprint Report 

Practical 7: Kanban Board Management 

A. Create a Company-managed Kanban Project. 

B. Configure Kanban Board 

C. Track issue progress and generate Control Chart 

Practical 8: JQL & Filters 

A. Write basic JQL queries (Status, Assignee, Priority). 

B. Create and save filters. 

Practical 9: Reports & Dashboards 

A. Generate Burndown Chart and Velocity Chart. 

B. Create Pie Chart / Issue Statistics Report. 

C. Create a Custom Dashboard with gadgets. 

Practical 10: Permission & Security Management 

A. View and modify Project Permission Scheme. 

B. Configure Project Roles and assign permissions. 

Practical 11: Jira Automation 

A. Create an Automation Rule (Trigger → Condition → Action). 

B. Configure rule (e.g., When issue is moved to Done → send email / auto-assign). 

C. Test and enable automation rule. 

Practical 12: Introduction to Jira Mobile App 

A. Install and configure the Jira Mobile App. 

B. View and update issues from mobile (Status, Comment, Assign). 

Receive notifications and manage real-time updates 



 

10 Text Books 

1. Artificial Intelligence: A Modern Approach – Stuart Russell and Peter Norvig 

– Pearson Education, 2020 

2. Hands-On Machine Learning with Scikit-Learn, Keras & TensorFlow – 

Aurélien Géron,O’Reilly Media, 2022 (Third Edition) 

3. Schwaber, Ken & Sutherland, Jeff. The Scrum Guide. 

4. Official Documentation of Jira Software by Atlassian. 

11 Reference Books 

1. The Hundred-Page Machine Learning Book – Andriy Burkov 

– Andriy Burkov, 2020 (First Edition)  

2. Machine Learning for Absolute Beginners – Oliver Theobald 

– Independently published, 2020 (First Edition) 

3. Artificial Intelligence: Foundations of Computational Agents – David L. Poole 

and Alan K. Mackworth – Cambridge University Press, 2023 (Third Edition) 

4. Online Resources:  

a. https://artint.info/3e/slides/index.html 

b.  https://soclibrary.futa.edu.ng/books/Machine%20Learning%20Engine

ering%20(Andriy%20Burkov)%20(Z-Library).pdf 

5. Highsmith, Jim. Agile Project Management: Creating Innovative Products. 

Addison-Wesley. 

6. Cohn, Mike. Succeeding with Agile: Software Development Using Scrum. 

Addison-Wesley. 

7. Rubin, Kenneth S. Essential Scrum: A Practical Guide to the Most Popular 

Agile Process. Addison-Wesley. 

8. https://www.atlassian.com/software/jira/guides 

9. JIRA 4.3 Documentation 

User documentation for JIRA Software Server 7.1 

12 Internal Continuous Assessment: 40% 

Continuous Evaluation through:  

Students are expected to attend each practical and submit the written practical of the 

previous session. Performing Practical and write-up submission will be continuous 

internal evaluation. 2.5 marks can be 

awarded for each practical performance and write-up submission totalling to 50 

marks and can be converted to 20 marks. 

13 Semester End Examination: 60% 

30 marks Semester End Practical Examination.  (2 hours duration) 

14 Format of Question Paper: (Semester End Examination : 30 Marks. Duration: 2 

hours) 

Practical Slip: 

Q1. From Module 1               13 marks 

Q2. From Module 2               12marks 

Q3. Journal and Viva             05 marks 

https://artint.info/3e/slides/index.html
https://soclibrary.futa.edu.ng/books/Machine%20Learning%20Engineering%20(Andriy%20Burkov)%20(Z-Library).pdf
https://soclibrary.futa.edu.ng/books/Machine%20Learning%20Engineering%20(Andriy%20Burkov)%20(Z-Library).pdf


 

 

 

 

 

 

 

 

 

 

 

 

IKS 
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Syllabus 

B.Sc. (Information Technology) 

(Sem.- VI)  

 
Name of the Course: Indian Knowledge Systems in Information Technology 

Sr.No. Heading Particulars 

1 Description the course: 

Including but Not limited 

to: 

This course explores Indian Knowledge Systems 

through philosophy, mathematics, logic, linguistics, 

and science, highlighting their relevance to 

information technology. It examines epistemology, 

algorithms, number systems, logic, Sanskrit grammar, 

artificial intelligence, mechanical computation, and 

modern digital preservation. The syllabus connects 

ancient Indian thought with contemporary computing, 

interdisciplinary research, ethical technology, and 

future innovations across education, governance, 

culture, and emerging global technologies. 

2 Vertical : IKS  

3 Type : Theory   

4 Credits : 2 credits (1 credit = 15 Hours for Theory)  

5 Hours Allotted : 30 Hours  

6 Marks Allotted: 50 Marks 

7 Course Objectives (CO):  
CO 1.  To Analyze the core methods of knowledge generation in Indian 

Knowledge System 

CO 2.  To Explore selected contributions from Nyāya, Vaiśeṣika, Vedic 

mathematics, and ancient computational traditions in modern data science 

CO 3.  To Integrate IKS-informed perspectives into data ethics and responsible 

AI 

CO 4.  To Leverage IKS domains for domain-specific data science innovation 

CO 5.  To Develop culturally rooted, multidisciplinary problem-solving 

competence 

8 Course Outcomes (OC):  
OC 1. Apply classical Indian logical, mathematical, and algorithmic traditions 

OC 2. Compare and contrast epistemological frameworks for reliable knowledge 

generation in data-intensive environments. 

OC 3. Integrate ethical and value-based principles from Indian Knowledge Systems 

OC 4. Analyze and adapt domain-specific insights from traditional Indian knowledge 

repositories 

OC 5. Design multidisciplinary, culturally grounded data science solutions for 

pressing Indian societal challenges.  

9 Modules: - 

Module 1: 



Unit 1:  Introduction to Indian Knowledge Systems and Their Relevance to 

Information Technology 

Philosophical foundations of knowledge in Indian traditions: 
Concepts of Pramana (means of knowledge), Pratyaksha (perception), Anumana 

(inference), Upamana (comparison), and Shabda (verbal testimony); epistemological 

frameworks in Nyaya, Vedanta, and Mimamsa schools. 

Relationship between Indian Knowledge Systems and Information Technology: 

Understanding how structured knowledge representation, systematic reasoning, and 

rule-based frameworks in Indian traditions relate to modern computational models and 

information systems. 

Relevance of IKS to modern computing and interdisciplinary research: 
Role of traditional knowledge in algorithmic thinking, data representation, knowledge 

management, and artificial intelligence research. 

Development of the decimal place value system : Evolution of the base-10 positional 

number system in ancient India; transmission of the system to other civilizations; 

importance of place value in digital computation. 

Concept of Zero and its computational significance : Philosophical and 

mathematical interpretations of Shunya; Brahmagupta’s rules for arithmetic operations 

involving zero; role of zero in modern computing and binary logic. 

Binary systems and combinatorics in Pingala’s Chandas Shastra : Study of binary 

representation of poetic meters; patterns of short and long syllables; combinatorial 

methods resembling binary enumeration and algorithmic procedures. 

Unit 2: Mathematical Foundations and Indian Logic & Its Applications in Ancient 

India and Their Relevance to Information Technology 

Aryabhata’s computational algorithms : Methods for calculating square roots, cube 

roots, and trigonometric values; use of iterative procedures and mathematical tables in 

astronomical calculations. 

Algorithmic thinking in ancient Indian mathematics : Use of step-by-step 

computational procedures, rule-based calculations, recursion-like structures, and 

systematic numerical methods. 

Fundamentals of Nyaya logic : Structure of logical reasoning in the Nyaya school; 

classification of knowledge, fallacies, and logical arguments. 

Indian syllogism and inference structures : Five-part syllogism consisting of 

proposition, reason, example, application, and conclusion; role of inference in 

knowledge validation. 

Comparison of Indian and Western logical systems : Differences between Nyaya 

logic and Aristotelian logic; multi-step reasoning and contextual inference in Indian 

philosophy. 

Inference systems and reasoning models : Types of inference such as Purvavat, 

Sheshavat, and Samanyatodrishta; relevance of these inference mechanisms in logical 

reasoning. 

Kautilya’s Arthashastra and strategic decision-making : Analytical thinking, 

statecraft strategies, problem-solving frameworks, and structured planning models 

described in the Arthashastra. 

Applications in modern computing systems : Relevance of logical frameworks in 

programming languages, knowledge-based systems, rule-based expert systems, and 

artificial intelligence reasoning mechanisms. 

Unit 3: Sanskrit Grammar and Computational Linguistics 



 

Panini’s Ashtadhyayi and rule-based linguistic systems : Structure of Panini’s 

grammar consisting of nearly four thousand rules; meta-rules and rule hierarchy; 

systematic description of phonetics and morphology. 

Panini’s grammar and formal language theory : Similarity between Panini’s 

generative rules and modern formal grammars; production rules and symbol 

manipulation. 

Generative grammar and rule-based systems : Processes of derivation and 

transformation of words and sentences; parallels with modern programming structures 

and algorithmic rules. 

Sanskrit and programming language development : Precision and unambiguity of 

Sanskrit syntax; influence on formal language design and structured programming 

concepts. 

Sanskrit grammar and compiler design : Lexical analysis, syntax rules, and 

grammar parsing concepts comparable with modern compiler design principles. 

Natural Language Processing and Sanskrit : Application of Sanskrit grammatical 

structures in machine translation, semantic representation, computational linguistics, 

and AI-based language processing. 

 Module 2: 

 Unit 4: Artificial Intelligence and Cognitive Models in Ancient Indian Thought 

Concepts of cognition and consciousness in Indian philosophy : Understanding 

perception, cognition, memory, and reasoning in Vedanta, Nyaya, and Yoga traditions. 

Knowledge representation in classical Indian systems : Categorization of 

knowledge, classification of reality, and systematic organization of concepts. 

Learning models and mental processes : Processes of observation, inference, and 

experiential learning described in philosophical texts. 

Artificial entities and automata in Indian mythology : Descriptions of mechanical 

beings and artificial constructs in classical narratives and epics. 

Predictive astronomy and computational models : Astronomical calculations in 

Aryabhatiya and later mathematical texts; prediction of planetary movements using 

mathematical formulas. 

Pattern recognition and classification in ancient Indian texts : Use of classification 

systems in linguistics, medicine, and philosophy to organize knowledge systematically. 

Unit 5: Mechanical Devices and Early Computational Concepts 

Early counting devices and numerical tools : Use of counting boards, abacus-like 

tools, and other calculation aids in trade and astronomy. 

Chaturanga and combinatorial reasoning : Strategic planning and move 

combinations in the ancient Indian game Chaturanga; connection with modern game 

theory and computational strategy. 

Combinatorics and recursion in Indian mathematics : Permutation and combination 

techniques used in poetic meters, mathematics, and astronomy. 

Cryptography and coded communication in ancient India : Use of symbolic codes, 

secret writing, and encrypted communication in governance and literature. 

Indian astronomy and early computational models : Mathematical models used to 

compute planetary positions, eclipses, and calendrical calculations. 

Comparison with early global computational devices : Comparative understanding 

of Indian computational techniques with inventions such as the Antikythera 

mechanism. 

Unit 6: Present Innovations and Future Directions 



Digitization of traditional knowledge systems : Efforts to digitize manuscripts, 

preserve classical texts, and create digital repositories. 

Knowledge management and digital archives : Use of databases, metadata standards, 

and information systems to organize traditional knowledge. 

Application of cloud computing and AI in preserving IKS : Using modern 

computing technologies to analyze, classify, and preserve ancient texts and data. 

Integration of Indian Knowledge Systems with emerging technologies : 
Interdisciplinary research connecting IKS with artificial intelligence, data science, and 

computational linguistics. 

Ethical and philosophical perspectives for future technologies : Applying principles 

from Indian philosophy to guide ethical AI development and responsible technological 

innovation. 

10 Text Books 

1. Bhanu Murthy, T. S. A Modern Introduction to Ancient Indian Mathematics. 

New Age International, 1992. 

2. Kak, Subhash and Rao, T. R. N. Computing Science in Ancient India. Center 

for Advanced Computer Studies, University of Southwestern Louisiana, 1998. 

3. Mahadevan, B., Bhat, Vinayak Rajat, and Nagendra Pavana R. Introduction to 

Indian Knowledge System: Concepts and Applications. PHI Learning, 2022. 

4. Kapoor, Kapil and Singh, Avadesh Kumar. Indian Knowledge Systems. D.K. 

Printworld. 

5. Plofker, Kim. Mathematics in India. Princeton University Press. 

6. Matilal, B. K. The Character of Logic in India. SUNY Press. 

7. Cardona, George. Panini: A Survey of Research. Motilal Banarsidass. 

8. Radhakrishnan, S. Indian Philosophy (Vol. 1 & 2). Oxford University Press. 

9. Briggs, Rick. Knowledge Representation in Sanskrit and Artificial Intelligence. 

AI Magazine, 1985. 

10. https://www.researchgate.net/publication/383541219_Sanskrit's_Role_in_Adv

ancing_AI_A_Comprehensive_Study 

11 Reference Books 

 Mahadevan, B., Bhat, Vinayak Rajat, and Nagendra Pavana R. Introduction to 

Indian Knowledge System: Concepts and Applications. PHI Learning, 2022. 

 Kapil Kapoor and Avadesh Kumar Singh. Indian Knowledge Systems. D.K. 

Printworld. 

 Kak, Subhash and Rao, T. R. N. Computing Science in Ancient India. Center 

for Advanced Computer Studies, University of Southwestern Louisiana, 1998. 

 Bhanu Murthy, T. S. A Modern Introduction to Ancient Indian Mathematics. 

New Age International, 1992. 

 Kim Plofker. Mathematics in India. Princeton University Press, 2009. 

 C. K. Raju. Cultural Foundations of Mathematics. Pearson Education. 

 Briggs, Rick. Knowledge Representation in Sanskrit and Artificial Intelligence. 

AI Magazine, 1985. 

12 Internal Continuous Assessment: 40% 

Continuous Evaluation through:  

1. Class test of 1 of 15 marks  

2. Class test of 2 of 15 marks  

Average of the two: 15 marks 

https://www.researchgate.net/publication/383541219_Sanskrit's_Role_in_Advancing_AI_A_Comprehensive_Study
https://www.researchgate.net/publication/383541219_Sanskrit's_Role_in_Advancing_AI_A_Comprehensive_Study
https://www.researchgate.net/publication/383541219_Sanskrit's_Role_in_Advancing_AI_A_Comprehensive_Study


 

3. Quizzes/ Presentations/ Assignments:  5 marks 

4. Total: 20 marks 

13 Semester End Examination: 60% 

30 marks Semester End Examination 

14 Format of Question Paper: (Semester End Examination: 30 Marks. Duration: 

1hr) 

Q1: Attempt any three (out of five/six) from Module 1 (15 marks) 

Q2: Attempt any three (out of five/six) from Module 2 (15 marks) 
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Syllabus 

B.Sc. (Information Technology) 

(Sem.- V)  
 

Name of the Course: Enterprise Java Practical 

Sr.No. Heading Particulars 

1 Description the course 

: 

Including but Not 

limited to: 

This course equips learners with the knowledge and 

practical skills required to design, develop, and deploy 

Enterprise Java applications through extensive hands-

on laboratory sessions. It covers core and advanced 

technologies including Servlets, JDBC, Cookies and 

Session management, JSP, EJB, Hibernate, and the 

Spring Framework. Emphasis is placed on building 

scalable, secure, and database-driven web applications. 

By the end of the course, learners will be able to 

integrate these technologies effectively to develop 

robust, real-world enterprise solutions aligned with 

industry standards. 

2 Vertical : Electives  

3 Type : Practical  

4 Credits : 2 credits (1 credit = 30 Hours of Practical work in a 

semester)  

5 Hours Allotted : 60 Hours  

6 Marks Allotted: 50 Marks  

7 Course Objectives(CO):  

CO1:To understand the concept of and develop applications using servlets 

and database connectivity.  

CO2:To develop applications that can handle cookies, sessions and file 

         operations. 

CO3:To understand the concept of and design applications using Java 

server  pages.  

CO4:To understand the concept of and design applications using 

Enterprise Java Beans.  

CO5:To understand the concepts of persistence, Hibernate and develop 

JPA Applications, Hibernate applications.  

CO6: To understand Spring Framework 

8 Course Outcomes (OC):  

OC1. Proficiently understand and apply servlets and database 

connectivity concepts to develop dynamic web applications.  

OC2.  Demonstrate the ability to develop applications capable of 

managing cookies, sessions, and performing file operations effectively.  



OC3.  Proficient in understanding and designing applications using Java 

Server Pages (JSP), enabling dynamic and interactive web content 

creation 

OC4. Adept at comprehending and designing applications utilizing 

Enterprise  Java Beans (EJB), facilitating the development of scalable and 

distributed enterprise-level applications 

OC5. Possess a thorough understanding of persistence concepts, 

Hibernate framework, and the ability to develop Java Persistence API 

(JPA) and  

OC6. Hibernate applications proficiently. 

OC7. Apply Spring Framework, dependency injection with spring 

9 Modules:- 

 Module 1: 

1. Implement the following Simple Servlet applications. 

a. Create a simple calculator application using servlet. 

b. Create a servlet for a login page. If the username and password are 

correct then it says message “Hello <username>” else a message 

“login failed” 

c. Create a registration servlet in Java using JDBC. Accept the details 

such as Username, Password, Email, and Country from the user using 

HTML Form and store the registration details in the database. 

2. Implement the following Servlet applications with Cookies and Sessions. 

a. Using Request Dispatcher Interface create a Servlet which will validate 

the password entered by the user, if the user has entered "Servlet" as 

password, then he will be forwarded to Welcome Servlet else the user will 

stay on the index.html page and an error message will be displayed. 

b. Create a servlet that uses Cookies to store the number of times a user has 

visited servlet. 

c. Create a servlet demonstrating the use of session creation and destruction. 

Also check whether the user has visited this page first time or has visited 

earlier also using sessions. 

3. Implement the Servlet IO and File applications. 

a. Create a Servlet application to upload and download a file. 

b. Develop Simple Servlet Question Answer Application using Database.  

c. Create simple Servlet application to demonstrate Non-Blocking Read 

Operation. 

4. Implement the following JSP applications 

a. Develop a simple JSP application to display values obtained from the use 

of intrinsic objects of various types. 

b. Develop a simple JSP application to pass values from one page to another 

with validations. (Name-txt, age-txt, hobbies-checkbox, email-txt, gender-

radio button). 



 

c. Create a registration and login JSP application to register and authenticate 

the user based on username and password using JDBC 

5. Implement the Servlet IO and File applications. 

a. Create a Servlet application to upload and download a file. 

b. Develop Simple Servlet Question Answer Application using Database. 

c. Create simple Servlet application to demonstrate Non-Blocking Read 

Operation. 

6. Implement the following JSP JSTL and EL Applications. 

a. Create an html page with fields, eno, name, age, designation, salary. 

Now on submit this data to a JSP page which will update the 

employee table of database with matching eno. 

b. Create a JSP page to demonstrate the use of Expression language. 

c. Create a JSP application to demonstrate the use of JSTL. 

 Module 2:  

7. Implement the following EJB Applications 

a. Create a Currency Converter application using EJB 

b. Develop a Simple Room Reservation System Application Using 

EJB 

c. Develop simple shopping cart application using EJB [Stateful 

Session Bean]. 

8. Implement the following EJB applications with different types of Beans 

a. Develop simple EJB application to demonstrate Servlet Hit count 

using Singleton Session Beans. 

b. Develop simple visitor Statistics application using Message 

Driven Bean [Stateless Session Bean]. 

c. Develop simple Marks Entry Application to demonstrate 

accessing Database using EJB. 

9. Implement the following JPA applications. 

a. Develop a simple Inventory Application Using JPA. 

b. Develop a Guestbook Application Using JPA. 

c. Create simple JPA application to store and retrieve Book details. 

10. Implement the following JPA applications with ORM and Hibernate. 

a. Develop a JPA Application to demonstrate use of ORM 

associations. 

b. Develop a Hibernate application to store Feedback of Website 

Visitor in MySQL Database 

c. Develop a Hibernate application to store and retrieve employee 

details in MySQL Database. 

11. Implement the following Hibernate  

a. Develop an application to demonstrate Hibernate One- To -One 

Mapping Using Annotation. 



b. Develop Hibernate application to enter and retrieve course details 

with ORM Mapping 

c. Develop a five page web application site using any two or three 

Java EE Technologies. 

12. Implement the following using Spring Concept 

a. Build web application in Java with spring boot3  

b. Develop application using Spring Framework, Lightweight 

c. Containers and Dependency Injection with Spring 

10 Text Books 

1. Java EE 8 Application, David R Heffelfinger, Packt, First, 2017 

2. Java EE Essentials, Arun Gupta, O’reilly, First, 2013 

11 Reference Books 

1. Java EE 7 For Beginners, Sharanam Shah & Vaishali Shah, SPD First, 

2017 

2. Java EE cookbook, Elder Moraes, Packt,  First, 2018 

3. Advanced Java Programming, Uttam Kumar Roy, Oxford Press , 2015

  

12 Internal Continuous Assessment: 40% 

 Continuous Evaluation through: 

Students are expected to attend each 

practical and submit the written practical of the previous session. 

Performing Practical and writeup submission will be continuous internal 

evaluation. 2.5 

marks can be awarded for each practical performance and writeup submission 

totaling to 50 marks and can be converted to 

20 marks. 

13 Semester End Examination: 60% 

30 marks Semester End Practical Examination (2 hours duration) 

14 Format of Question Paper: (Semester End Examination : 30 Marks. 

Duration: 2 Hrs) 

Certified copy of Journal is compulsory to appear for the practical 

examination 

Practical Slip: 

Q1. From Module 1         13 marks 

Q2. From Module 2         12marks 

Q3. Journal and Viva        05 marks 

 

 

 

  



 

Syllabus 

B.Sc. (Information Technology) 

(Sem.- V)  
Name of the Course: Android Practical 

Sr.No. Heading Particulars 

1 Description the 

course : 

Including but Not 

limited to: 

This course introduces students to Android application 

development using Android Studio. It covers user 

interface design, Android components, layouts, intents, 

services, database integration, networking, background 

processing, media APIs, and security features to develop 

complete mobile applications. The course emphasizes 

hands-on practical implementation to build real-world, 

user-friendly, and data-driven Android applications. 

2 Vertical : Electives 

3 Type : Practical 

4 Credits : 2 credits 

5 Hours Allotted : 60 

6 Marks Allotted: 50 Marks 

7 Course Objectives(CO):  
CO 1.  To understand the fundamentals of Android application 

development including  project structure, components, and lifecycle 

management. 

CO 2.  To design and implement user interfaces using various Android 

layouts and   UI controls. 

CO 3.  To develop applications using fragments, intents, events, listeners, 

and adapters for effective user interaction. 

CO 4. To implement background processing using services, threads, 

handlers, and broadcast receivers. 

CO 5.  To develop data-driven applications using SQLite database and 

JSON-based network communication. 

CO 6.  To implement advanced Android features such as media APIs, 

notifications, security, and runtime permission handling. 

8 Course Outcomes (OC):  

OC 1: Design and develop basic Android applications using Android Studio 

and implement Activity lifecycle methods. 

OC 2: Build responsive user interfaces using various Android layouts, UI 

controls, and resource files. 

OC 3: Implement fragments, intents, events, listeners, and adapters to enable 

effective user interaction and navigation. 

OC4: Develop applications incorporating services, broadcast receivers, 

notifications, and background processing mechanisms. 

OC 5: Create data-driven Android applications using SQLite database and 

JSON-based network communication. 

OC 6: Apply advanced Android features including media APIs, threading, 

security mechanisms, and runtime permission handling in real-world 

applications. 



9 Modules 

Module I: Android Fundamentals & UI Design 

Android Basics and Resources 

1. Develop a simple “Hello World” Android application demonstrating 

project creation, Android Studio interface, Android components, AVD 

creation, and application execution. 

2. Develop an Android application demonstrating the use of Programming 

Resources (colors.xml, themes.xml, strings.xml, dimens.xml, drawable 

resources) and apply them in UI components. 

3. Develop an Android application demonstrating complete Activity 

Lifecycle methods and analyze execution using Logcat. 

Fragments and Activity Interaction 

4. Develop an Android application to create and integrate a Fragment and 

demonstrate Fragment lifecycle methods. 

5. Develop an Android application implementing Fragment-based UI 

navigation between multiple screens. 

6. Develop an Android application demonstrating communication between 

Activity and Fragment. 

Basic Layout Management 

7. Develop an Android application using LinearLayout (Horizontal and 

Vertical) to design structured UI. 

8. Develop an Android application using RelativeLayout to align UI 

components dynamically. 

9. Develop an Android application using TableLayout to design a structured 

Login/Registration Form. 

Advanced Layout and View Handling 

10. Develop an Android application using ScrollView to display long 

scrollable content. 

11. Develop an Android application using AbsoluteLayout demonstrating 

fixed positioning. 

12. Develop an Android application using FrameLayout to overlay UI 

elements. 

Adapter Based Views 

13. Develop an Android application using ListView with ArrayAdapter and 

implement item click handling. 

14. Develop an Android application using GridView with Custom Adapter 

and image selection handling. 

15. Develop an Android application implementing RecyclerView as a 

modern alternative to ListView. 

 Module 2: Android System Components & Data Handling 

Menus, Dialogs and UI Interaction 

1. Develop an Android application implementing AppBar (Toolbar) and 

Options Menu. 

2. Develop an Android application demonstrating AlertDialog and custom 

DialogFragment. 

3. Develop an Android application implementing contextual menus and 

popup menus. 

Intents, Events and Listeners 



 

4. Develop an Android application implementing Explicit and Implicit 

Intents. 

5. Develop an Android application demonstrating Event Handling using 

Listeners (OnClick, OnLongClick, etc.). 

6. Develop an Android application using Adapters to populate Spinner or 

ListView dynamically. 

Services, Notifications and Broadcast Receivers 

7. Develop an Android application implementing Started and Bound 

Services. 

8. Develop an Android application implementing Notifications using 

Notification Manager. 

9. Develop an Android application implementing Static and Dynamic 

Broadcast Receivers. 

Database and Networking 

10. Develop an Android application implementing SQLite database CRUD 

operations. 

11. Develop an Android application integrating SQLite with ListView or 

RecyclerView. 

12. Develop an Android application to fetch and parse JSON data from a web 

service and display it in UI components. 

Concurrency, Media and Security 

13. Develop an Android application demonstrating Threads and Handlers for 

background processing. 

14. Develop an Android application implementing Media APIs and 

Telephone APIs. 

15. Develop an Android application implementing Runtime Permissions and 

security handling in AndroidManifest.xml. 

10 Text Books 

1. Phillips, Bill; Stewart, Chris; Marsicano, Kristin Hardy, Android 

Programming: The Big Nerd Ranch Guide, Big Nerd Ranch Guides, 5th 

Edition, 2022. 

2. Meier, Reto, Professional Android, Wrox Publishing, 4th Edition, 2018. 

3. Griffiths, Dawn; and Griffiths, David, Head First Android Development, 

O’Reilly Media, 2nd Edition, 2017. 

4. Haseman, Chris; and Sutton, Kevin, Learning Android Application 

Development, Addison-Wesley Professional, 1st Edition, 2020. 

5. Darwin, Ian F., Android Cookbook: Problems and Solutions for Android 

Developers, O’Reilly Media, 2nd Edition, 2017. 



11 Reference Books 

1. Subramanian, S.; and Bali, Rachit, Android Application Development: 

Basics to Advanced, McGraw-Hill Education, 1st Edition, 2021. 

2. Murphy, Shaun, Android Studio 4 Development Essentials – Java 

Edition, Payload Media, 10th Edition, 2021. 

3. Sayed Hashimi, and Satya Komatineni, Mastering Android Application 

Development, Wiley, 2nd Edition, 2018. 

4. Kotlinlang.org, Kotlin for Android Developers (Official Guide), 

JetBrains Documentation, 2024 (Online Reference). 

5. Google Developers Documentation Team, Android Developers Official 

Guide, Google Inc., 2024 (Online Reference). 

12 Internal Continuous Assessment: 40% 

 Continuous Evaluation through:  

Students are expected to attend each practical and submit the written practical 

of the previous session. 

Performing Practical and writeup submission will be continuous internal 

evaluation. 2.5 marks can be awarded for each practical performance and 

writeup submission totaling to 50 marks and can be converted to 

20 marks. 

13 Semester End Examination: 60% 

30 marks Semester End Practical Examination (2 hours duration) 

14 Format of Question Paper: (Semester End Examination : 30 Marks. 

Duration: 2 hrs) 

Certified copy of Journal is compulsory to appear for the practical 

examination 

Practical Slip: 

Q1. From Module 1 13 marks 

Q2. From Module 2 12marks 

Q3. Journal and Viva 05 marks  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Syllabus 

B.Sc. (Information Technology) 

(Sem.- V)  
 

Name of the Course: Full Stack development MERN Practical 

Sr.No. Heading Particulars 

1 Description the 

course : 

Including but Not 

limited to: 

This practical course provides structured training in full-

stack web application development using the MERN 

stack (MongoDB, Express, React, and Node.js). The 

course is designed to develop the fundamental skills 

required to build dynamic, data-driven web applications 

by integrating frontend and backend technologies in a 

systematic manner. 

The course begins with environment setup and core 

JavaScript programming concepts, forming the 

foundation for frontend and backend development. 

Learners progressively build user interfaces using React, 

implement components with props and state, manage 

routing, and handle data from external APIs. In the 

backend module, students develop server-side 

applications using Node.js and Express, create RESTful 

APIs, and perform database operations using MongoDB. 

Emphasis is placed on hands-on implementation of 

CRUD operations, API creation and integration, data 

handling, and validation techniques. Learners will gain 

practical exposure to connecting the frontend with 

backend services and executing a complete data flow 

from the user interface to the database. 

Installation and configuration of development tools, 

JavaScript fundamentals and ES6 features, React 

components and state management, routing and API 

handling, Express server development, REST API 

implementation, MongoDB CRUD operations, frontend-

backend integration, and validation and execution of a 

complete MERN-based web application. 

2 Vertical : Practical  

3 Type : 2 credits (1 credit = 30 Hours of Practical work in a 

semester)  

4 Credits : 60 Hours  

5 Hours Allotted : 50 Marks  

6 Marks Allotted: Practical  



7 Course Objectives(CO):  

CO1: To install and configure the MERN development environment and 

execute basic JavaScript programs using Node.js. 

CO2: To apply fundamental JavaScript concepts such as operators, 

functions, arrays, objects and control structures in program development. 

CO3: To develop basic user interfaces using React and understand 

component-based architecture. 

CO4: To implement React components using props, state and event 

handling for interactive applications. 

CO5: To implement routing and handle data from external APIs in React 

applications. 

CO6: To develop simple server-side applications and APIs using Node.js 

and Express. 

CO7: To perform database creation and CRUD operations using MongoDB 

and connect it with Node.js. 

CO8: To integrate frontend and backend for sending, receiving and 

displaying data. 

CO9: To implement data management operations such as insert, update and 

delete using the MERN stack. 

CO10: To execute, test and validate the complete workflow of a full stack 

web application. 

8 Course Outcomes (OC):  

OC1: Learners will be able to install required development tools and run 

basic JavaScript programs using Node.js. 

OC2: Learners will be able to develop JavaScript programs using essential 

programming constructs and functions. 

OC3: Learners will be able to create and execute basic React applications 

using functional components. 

OC4: Learners will be able to design interactive React components using 

props, state and events. 

OC5: Learners will be able to develop multi-page React applications and 

display data retrieved from APIs. 

OC6: Learners will be able to create simple backend servers and APIs using 

Express and Node.js. 

OC7: Learners will be able to create databases and perform CRUD 

operations using MongoDB. 

OC8: Learners will be able to connect React frontend with backend APIs 

and display dynamic data. 

OC9: Learners will be able to perform CRUD operations through integrated 

frontend and backend applications. 

OC10: Learners will be able to test and execute a complete MERN-based 

application ensuring proper data flow and validation. 

9 Modules:- 

Module 1: Frontend Development using React  



 

1.Environment Setup and JavaScript Basics 

a. Install Node.js and Visual Studio Code, and verify installation. 

b. Create a simple Node.js file and run it using the terminal. 

c. Write a Node.js script demonstrating basic JavaScript commands 

(console log, variables, and arithmetic operations). 

d. Create and run a simple program using variables and functions. 

e. Demonstrate use of operators and control statements in JavaScript 

f. Write programs using loops and template literals. 

2. Core JavaScript Concepts for MERN 

a. Create functions and call them with parameters. 

b. Work with arrays and objects in JavaScript. 

c. Demonstrate use of arrow functions. 

d. Write a program using array methods (map, filter, reduce). 

e. Create a program that manipulates objects and displays output. 

f. Implement a small JavaScript program combining functions, arrays, 

and objects. 

3.React Introduction and JSX 

a. Create a React application using Vite/CRA and display “Welcome 

to MERN Stack Development”. 

b. Display dynamic data using JSX. 

c. Declare variables and write a function to calculate the sum of two 

numbers and display the result. 

d. Apply basic CSS styling to a React component 

e. Create a simple functional component and render it in App.js. 

f. Create a React component that displays the current date and time 

dynamically using JavaScript. 

4.React Components, Props, and State 

a. Create multiple components and render them on a single page. 

b. Pass data between components using props 

c. Use the useState hook to manage and update data. 

d. Create a form component to accept user input and display it 

dynamically. 

e. Display a list of items stored in the state using map(). 

f. Build a small interactive component (e.g., counter or to-do list). 

5.React Routing and Data Handling 

a. Install and configure React Router in the React application. 

b. Create multiple pages and implement navigation between them. 

c. Use Link and Routes to move between pages. 

d. Fetch sample data from a public API using Axios. 

a. Display fetched data in table or list format. 

b. Implement search or filter functionality on displayed data. 

 Module 2: Backend Development Using Node.js, Express, and MongoDB 



6.Node.js and Express Fundamentals 

a. Install Express and create a simple server. 

b. Display a message on the browser using the server response. 

c. Create different routes in Express. 

d. Send a JSON response from the server. 

e. Test routes using browser or Postman. 

f. Run the server and observe the output in the console. 

7.MongoDB Basics 

a. Install and start MongoDB. 

b. Create a database and collection. 

c. Insert records in MongoDB. 

d. View records from the collection. 

e. Update and delete records. 

f. Connect MongoDB with Node.js. 

8.API Creation and Integration 

a. Create a simple REST API using Express 

b. Implement a GET API to retrieve data. 

c. Fetch data from the API in a React application. 

d. Send data from React to the server using a POST request. 

e. Store data in MongoDB. 

f. Display stored data in React page. 

9.User Data Management 

a. Create an API to add user details using Express and MongoDB. 

b. Design a React form to send user data to the backend. 

c. Retrieve and display user data from MongoDB. 

d. Implement an update operation for existing records. 

e. Implement the delete operation for selected records. 

f. Display updated records dynamically in React. 

10.Full Stack Execution and Validation 

a. Integrate React frontend with Node and Express backend. 

b. Perform insert, update, and delete operations through UI. 

c. Display database records dynamically in React. 

d. Implement frontend form validation. 

e. Test all APIs using Postman. 

f. Execute and verify the complete working of the frontend, backend, and 

database together. 

 

10 Text Books 



 

11 Reference Books 

1. Web Development with Node and Express.  Ethan Brown. O’Reilly Media 

             2nd Edition, 201 

4. Learning React Alex Banks & Eve Porcello. O’Reilly Media 

             2nd Edition, 2020 

5. MongoDB: The Definitive Guide Shannon Bradshaw, Eoin Brazil & 

Kristina Chodorow O’Reilly Media 3rd Edition, 2019 

6. Ultimate Full-Stack Web Development with MERN Nabendu Biswas 

             BPB Publications 1st Edition, 2022 

7. Full Stack Development with MongoDB, Express, Angular and Node 

            Colin J. Ihrig & Adam Bretz McGraw Hill (TMH)  2nd Edition, 2018 

12 Internal Continuous Assessment: 40% 

Continuous Evaluation through: 

Students are expected to attend each practical and submit the written practical 

of the previous session. Performing Practical and writeup submission will be 

continuous internal evaluation. 2.5 marks can be awarded for each practical 

performance and writeup submission totaling to 50 marks and can be 

converted to 20 marks. 

13 Semester End Examination: 60% 

30 marks Semester End Examination 

14 Format of Question Paper: (Semester End Examination : 30 Marks. Duration: 

2 hours) 

Certified copy of Journal is compulsory to appear for the practical 

examination 

Practical Slip: 

Q1. From Module 1 13 marks 

Q2. From Module 2 12marks 

Q3. Journal and Viva 05 marks 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Syllabus 

B.Sc. (Information Technology) 

(Sem.- V)  
 

 

Name of the Course: Linux Administration Practical 

Sr.No. Heading Particulars 

1 Description the course 

: 

Including but Not 

limited to: 

This course introduces learners to the fundamental 

and applied concepts of Linux system administration 

through extensive hands-on laboratory practice.  

Students will install, configure, secure, and manage a 

Linux operating system environment using 

virtualization platforms. The course focuses on 

developing practical abilities required for entry-level 

roles such as System Administrator 

The laboratory-oriented pedagogy enables learners to 

work in real-world computing  

2 Vertical : Elective Major 

3 Type : Practical 

4 Credits : 2 credits 

5 Hours Allotted : 60 Hrs 

6 Marks Allotted: 50 Marks 

7 Course Objectives(CO):  

CO1. Understand the architecture, features, and working environment of 

the Linux operating system and perform installation using virtualization   

 tools. 

CO2. Use Linux command-line interface effectively to manage files,   

          directories, text processing, permissions, and software packages. 

CO3. Administer users, groups, file systems, and storage devices while  

         applying appropriate access control and security practices. 

CO4. Configure essential networking services including IP addressing, 

SSH remote access, web server, and network file sharing. 

CO5. Monitor system performance, manage processes, implement 

firewall rules, and troubleshoot common system issues. 

CO6. Automate administrative tasks using shell scripting and scheduling  

          tools such as cron and at. 

8 Course Outcomes (OC):  

OC 1.  Install and configure a Linux operating system and work in 

graphical and command-line environments. 

OC 2. Perform file handling, text processing, and package management 

using standard Linux utilities and commands. 

OC 3. Create and manage users, groups, permissions, and access control 

lists to secure system resources. 

OC 4. Configure networking, remote login (SSH), and basic server 

services such as Apache web server and network storage. 

OC 5. Analyse and manage processes, partitions, logical volumes, and 

system performance. 



 

OC 6. Write basic shell scripts and schedule automated tasks to manage 

and monitor system operations. 

9 Modules:- 

Module 1: 

1.  

a. Installing Red Hat Enterprise Linux (Virtual Box/ VmWare) 

b. Linux Graphical Environment 

i. Display/Login Manager 

ii. Desktop Environment 

iii. Linux Directory Structure and File Systems  

2. Basic System Commands 

a. Use input-output redirection (>, >>, |, 2>, etc) 

b. Use grep and regular expressions to analyse text 

c. Log in and switch users in multi-user targets 

d. Working with Text Files cat,cut,less,hesd,tail,sort,wc,grep, awk 

3. Essential File Management Tools 

a. Managing Files ,Using Links 

b. Working with Archives and Compressed Files 

c. Create, delete, copy, and move files and directories 

d. Archive, compress, unpack, and uncompress files using tar, star, 

gzip, and bzip2  

e. Create hard and soft links 

f.  Managing File Ownership, Managing Basic Permissions 

g.  Managing Advanced Permissions, Managing ACLs 

h.  Setting Default Permissions with umask 

i.  Working with User-Extended Attributes 

j. List, set, and change standard ugo/rwx permissions 

k. Create and configure set-GID directories for collaboration 

l.  Create and manage access control lists 

4. Working with Users, Groups, and Permissions 

a. Creating and Managing Users 

b. Creating and Managing Groups 

c. Using Permissions and Advanced Permissions 

d.  Change passwords and adjust password aging for local user 

accounts 

e. Configure superuser access -> su,sudo,root 

5. Managing Software 

a. Managing Software Packages with YUM 

b. Using yum 

c.  Managing Software Packages with RPM 

d.  Install and update software packages repository from the local file 

system 

 

 

 Module 2: 

6. Managing Processes 

a. Introduction to Process Management 

b. Managing Shell Jobs 

 



c. Using Common Command-Line Tools for Process Management 

d. Using top to Manage Processes 

e. Using tuned to Optimize Performance 

f. Identify CPU/memory-intensive processes and kill processes 

7. Managing Storage 

a.  Understanding MBR and GPT Partitions 

b.  Managing Partitions and File Systems 

c.  Mounting File Systems 

d.  List, create, delete partitions on MBR and GPT disks 

e.  Configure systems to mount file systems at boot by universally 

unique ID (UUID) or label 

f.  Add new partitions and logical volumes, and swap to a system 

non-destructively 

g. Create, mount, unmount, and use vfat, ext4, and xfs file systems 

8. Configuring Networking 

a. Managing Network Addresses and Interfaces 

b. Validating Network Configuration 

c. Managing Network Configuration with nmtui and nmcli 

d. Configure IPv4 and IPv6 addresses 

e. Configure DNS-hostname resolution 

9. Configuring SSH 

a. Using SSH and Related Utilities 

b. Access remote systems using SSH 

c. Configuring Key-Based Authentication with Passphrases 

d. Configure key-based authentication for SSH 

10. Configuring web server 

a. Configuring a Basic Apache Server 

b. Understanding Apache Configuration Files 

c. Creating Apache Virtual Host 

11. Configure Firewall 

a. Linux Firewall with iptables 

b. Working with Firewalld 

12. Accessing Network Storage 

a. Using NFS Services 

b. Using CIFS Services 

c. Mounting Remote File Systems Through fstab 

d. Using Automount to Mount Remote File Systems 

13. Creating Shell scripts 

a. automate or monitor tasks/processes 

b. Getting and setting system information 

14. Scheduling Tasks 

a. Configuring Cron to Automate Recurring Tasks 

b. Configuring At to Schedule Future Tasks 

c.  Schedule tasks using at and cron 

10 Text Books 

Reference Books 

4. Red Hat RHCA 8 Cert Guide by Sander van Vugt 
11 



 

5. RHCSA Red Hat Enterprise Linux 8 Training and Exam Preparation 

Guide (EX200) by Asghar Ghori  

6. Red Hat Enterprise Linux 8 Administration - Master Linux 

Administration Skills and Prepare for the RHCSA Certification Exam 

(Packt, 2021) 

12 Internal Continuous Assessment: 40% 

Continuous Evaluation through:  

Students are expected to attend each practical and submit the written practical of 

the previous session. Performing practical and writeup submission will be 

continuous internal evaluation. 2.5 marks can be awarded for each practical 

performance and writeup submission totalling to 50 marks and can be converted 

to 20 marks 

13 Semester End Examination: 60% 

30 marks Semester End Examination 

14 Format of Question Paper: (Semester End Examination : 30 Marks. 

Duration: 2Hr) 

Certified copy of Journal is compulsory to appear for the practical 

examination Practical Slip: 

Q1. From Module 1        13 marks  

Q2. From Module 2         12marks  

Q3. Journal and Viva       05 marks  
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Syllabus 

B.Sc. (Information Technology) 

(Sem.- V)  

 
Name of the Course: Internet of Things Practical 

Sr.No. Heading Particulars 

1 Description the course : 

Including but Not limited 

to: 

This IoT practical course uses Raspberry Pi to build real-

world projects with sensors, displays, security modules, 

GPS, ADCs, relays, and cameras. Students learn Python-

based interfacing, automation, data acquisition, and 

MQTT communication through hands-on exercises, 

gaining strong foundational skills for developing 

functional IoT systems and smart applications. 

2 Vertical : Electives  

3 Type : Theory / Practical  

4 Credits : 2 credits (1 credit = 1 30 Hours of Practical work in a 

semester)  

5 Hours Allotted : 60 Hours  

6 Marks Allotted: 50 Marks  

7 Course Objectives(CO):  

CO 1. To introduce students to the fundamentals of Internet of Things (IoT) 

through hands-on practical experiments using Raspberry Pi. 

CO 2. To develop skills in interfacing digital, analog, and communication 

modules such as sensors, RFID, fingerprint readers, GPS, relays, and 

displays.  

CO 3. To enable students to write Python programs for device control, sensor 

data processing, automation, and real-time applications.  

CO 4. To familiarize learners with IoT communication protocols such as 

MQTT for data exchange and remote monitoring.  

CO 5. To build confidence in assembling complete IoT systems combining 

hardware, software, and networking components.  

CO 6. To cultivate problem-solving and prototyping skills essential for 

designing IoT-based smart solutions. 

8 OC 6. Course Outcomes (OC):  

OC 7. After completing this course, students will have: 

OC 8. Ability to Interface and Control Digital & Analog Hardware Components. 

OC 9. Competence in Implementing Real-World IoT Communication and Automation. 

OC 10. Skills in Reading, Processing, and Displaying Sensor Data 

OC 11. Ability to Implement Identity & Security Mechanisms 

OC 12. Capability to Design and Deploy an Integrated IoT-Based Smart System 



 

OC 13. . Ability to Integrate and Program Multiple Hardware Interfaces for 

Security and Automation 

OC 14. Proficiency in Designing Multi-Layer Authentication and Access Control 

Systems 

OC 15. Competence in IoT Communication and Web-Based Control of 

Embedded Devices 

OC 16. Skills in Implementing Intelligent Monitoring Systems Using Raspberry 

Pi 

OC 17. Capability to Deploy, Test, and Evaluate Complete Embedded Solutions 

on Raspberry Pi 

9 Modules:- 

Module 1: 

1. Create different blinking patterns with LEDs by connecting to GPIO pints of 

Raspberry Pi. 

2. Use Telegram to control Raspberry Pi GPIO.  

3. Interface TM1637 with Raspberry Pi and Display current time. 

4. Interface GPS module with Raspberry Pi.  

5. Interface ADS 1115 with Raspberry Pi to act as oscilloscope. 

6. Interface 16x2 LCD with Raspberry Pi using I2C module to display text. 

7. Interface RFID module with Raspberry Pi to read and write to RFID 

tags/cards. 

8. Interface Fingerprint Sensor with Raspberry Pi. 

9. Interface Pi Camera with Raspberry Pi to capture image and video. 

10. Design IoT based home automation system using Raspberry Pi  



 Module 2: 

11. Interface Fingerprint Sensor and 16X2 LCD with Raspberry and display 

message RFID UID matched or unmatched. 

12. Simulate door lock by interfacing fingerprint sensor and relay moule with 

raspberry Pi. 

13. Implement basic Publisher – Subscriber using MQTT. Publish messages 

using paho mqtt. Subscribe and control LED. 

14. Design a web dashboard using Flask. Control relay module via web. 

15. Create two factor authentication system by interfacing fingerprint sensor, 

RFID and relay with Raspberry Pi. 

16. Create a motion detector by interfacing camera and 16X2 display with 

Raspberry Pi. Print the appropriate message on the display. 

17. Design and implement a Node-RED flow on Raspberry Pi that integrates a 

physical push-button and an LED with a web dashboard. The flow must 

allow users to toggle the LED from the dashboard and via the physical 

button. A button press should force the LED ON for 5 seconds and then 

automatically restore the LED to the dashboard’s last state.  

18. Write a program to read the CPU%, Memory% and CPU temperature of 

Raspberry Pi. 

19. Design and implement an embedded access-control prototype that grants 

entry only when either a whitelisted RFID tag is detected or a legitimate 

fingerprint is verified, provides real-time visual feedback on an LCD, 

indicates status via an LED, and pulses a relay (active-LOW) to unlock for a 

fixed interval. The system must log all events (time, method, result) for 

auditability. 

20. Install Windows IoT 10 core on Raspberry pi and run the demo program. 



 

10 and 

11 

Reference Books: 

1. Programming the Raspberry Pi: Getting Started with Python — Simon Monk, 

McGraw-Hill, 3rd ed.  

2. Raspberry Pi Cookbook — Simon Monk, O’Reilly, 2nd ed. 

3. Exploring Raspberry Pi — Derek Molloy, Wiley. 

4. Getting Started with Python on Raspberry Pi — (Raspberry Pi Press / 

Foundation) 

5. Exploring Arduino — Jeremy Blum, 2nd ed., Apress. 

6. Practical Electronics for Inventors — Paul Scherz & Simon Monk, 

McGraw-Hill, 4th ed. 

7. RFID Handbook: Fundamentals and Applications — Klaus Finkenzeller, 

Wiley, 3rd ed. 

8. Near Field Communication (NFC): From Theory to Practice — Vedat 

Coskun et al., Wiley, 2nd ed. 

9. Handbook of Fingerprint Recognition — Davide Maltoni et al., Springer, 2nd 

ed. 

10. Understanding GPS/GNSS: Principles and Applications — Elliott D. Kaplan 

& Christopher Hegarty, Artech House 

11. GPS for Land Surveyors — Jan Van Sickle, CRC Press. 

12. Programming the Raspberry Pi: Picamera2 and libcamera Guides — 

(Foundation/Pi Press articles, community books) 

13. MQTT Essentials – A Lightweight IoT Protocol — Gastón C. Hillar (Packt)  

14. Node-RED: A visual tool for wiring the Internet of Things — Nick O’Leary 

& Dave Conway-Jones  

15. Flask Web Development — Miguel Grinberg, O’Reilly, 2nd ed. 

16. Designing Connected Products — Claire Rowland et al., O’Reilly. 

12 Internal Continuous Assessment: 40% 

Students are expected to attend each practical and submit the written practical of the 

previous session. Performing Practical and writeup submission will be continuous 

internal evaluation. 2.5 marks can be awarded for each practical performance and 

writeup submission totalling to 50 marks and can be converted to 

20 marks.. 

13 Semester End Examination: 60% 

30 marks Semester End Examination 

14 Format of Question Paper: (Semester End Examination: 30 Marks. Duration: 2 

hours) 

Q1. From Module 1               13 marks 

Q2. From Module 2               12marks 

Q3. Journal and Viva             05 marks 
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Syllabus 

B.Sc. (Information Technology) 

(Sem.- VI)  

 
Name of the Course: Project Management 

Sr.No. Heading Particulars 

1 Description the course : 

Including but Not 

limited to: 

This course introduces the fundamental concepts and practices of 

project management in the context of IT projects. It covers project 

planning, scheduling, cost estimation, risk management, and 

quality control using standard tools and techniques. 

Students learn to manage the complete project life cycle, from 

initiation to closure, with effective teamwork and communication. 

The course equips learners with practical skills to successfully plan 

and execute real-world IT projects 

2 Vertical : Major   

3 Type : Theory  

4 Credits : 2 credits (1 credit = 15 Hours for Theory)  

5 Hours Allotted : 30 Hours  

6 Marks Allotted: 50 Marks  

7 Course Objectives(CO):  

CO 1.  To introduce fundamental concepts and principles of software project 

management. 

CO 2. To understand project planning, estimation, scheduling, and risk management 

techniques. 

CO 3. To familiarize students with modern software process models and project 

evaluation methods. 

CO4. To develop managerial, leadership, and quality-oriented skills required for 

successful software projects. 

8 Course Outcomes (OC):  

After completion of the course, students will be able to: 

OC1. Explain core concepts, processes, and challenges of software project 

management. 

OC2. Apply project planning, estimation, scheduling, and risk management 

techniques to software projects. 

OC3. Compare and select appropriate software process models and project 

approaches. 

OC4. Analyze project performance, manage teams and quality, and execute 

effective project closure. 

9 Modules:- 

Module I: Software Project Management, Evaluation & Planning 

1. Introduction to Software Project Management: Introduction, Importance of 

Software Project Management, What is a Project? Software Projects versus Other 

Types of Projects, Contract Management and Technical Project Management, 



 

Activities Covered by Software Project Management, Plans, Methods and 

Methodologies, Categorization of Software Projects. 

2. Project Initiation and Management Concepts: Project Charter, Stakeholders, 

Setting Objectives, Business Case, Project Success and Failure, What is 

Management? Management Control, Project Management Life Cycle, Traditional 

versus Modern Project Management Practices. 

3. Project Evaluation and Programme Management: Project Portfolio Management, 

Evaluation of Individual Projects, Cost–Benefit Evaluation Techniques, Risk 

Evaluation, Programme Management, Strategic Programme Management, Benefits 

Management, Reservations about Programme Management. 

4. Project Planning: Stepwise Project Planning—Project Selection, Scope and 

Objectives, Infrastructure, Project Characteristics, Product and Activity Identification, 

Effort Estimation, Risk Identification, Resource Allocation, Plan Review and 

Execution. 

5. Selection of Project Approach: Build vs Buy, Choosing Methodologies and 

Technologies, Software Processes, Choice of Process Models, Structure versus Speed 

of Delivery. 

 Module 2: Estimation, Risk, Quality & Project Closure 

 1. Software Effort Estimation: Estimation Issues, Over- and Under-Estimation 

Problems, Estimation Basis, Bottom-up and Top-down Approaches, Parametric 

Models, Expert Judgment, Estimation by Analogy, Function Point Analysis 

(Albrecht, Mark II, COSMIC), COCOMO II, Cost Estimation, Staffing Patterns, 

Schedule Compression, Capers Jones Estimation Rules. 

2. Software Process Models: Waterfall Model, Spiral Model, Prototyping, Incremental 

Delivery, RAD, Agile Methods, Extreme Programming (XP), Scrum, Lean Software 

Development, Managing Iterative Processes, Selection of Appropriate Process 

Models. 

3. Activity Planning & Scheduling: Project Scheduling, Network Planning Models, 

Critical Path Method, Activity Float, Project Duration Reduction, Activity-on-Arrow 

Networks. 

4. Risk Management & Resource Allocation: Risk Categories, Risk Identification, 

Assessment, Planning, Boehm’s Top 10 Risks, PERT Technique, Monte Carlo 

Simulation, Critical Chain Concepts, Resource Identification and Scheduling, Cost 

Schedules. 

5. Monitoring, Quality & Closure: Earned Value Analysis, Change Control, Software 

Configuration Management (SCM), Managing People and Teams, Leadership and 

Communication, Software Quality Concepts, Quality Models (ISO 9126), Quality 

Planning, Testing, Software Reliability, Project Closure Process, Financial Closure, 

Project Closeout Report. 

10 Text Books 

1. Software Project Management – Dr. Pallawi Bulakh – Nirali Prakashan, 2022 

2. Software Project Management– Neelima Padmawar, Deepak Kapase, Pritam Ahire, 

Vandana G. Dixit & Tulshiram Sul – TechKnowledge Publications, 2023 

3. Software Project Management – Er. Rishabh Anand (Reprint editions in circulation– 

S.K. Kataria & Sons, 3rd Edition (reprint 2025) 



11 Reference Books 

● Software Project Management ,Bob Hughes, Mike Cotterell, Rajib Mall TMH 6th 

2018  

● Project Management and Tools & Technologies – An overview Shailesh Mehta ,SPD, 

1st 2017  

● Software Project Management, Walker Royce ,Pearson, 2005 

12 Internal Continuous Assessment: 40% 

 Continuous Evaluation through:  

1. Class test of 1 of 15 marks  

2. Class test of 2 of 15 marks  

Average of the two: 15 marks  

3. Quizzes/ Presentations/ Assignments: 5 marks  

Total: 20 marks 

13 Semester End Examination: 60% 

Format of Question Paper: External Examination (30 Marks)– 1 hr duration 

14 Format of Question Paper: (Semester End Examination : 30 Marks. Duration:1 hour) 

Q1: Attempt any three (out of five/Six) from Module 1 (15 marks) 

Q2: Attempt any three (out of five/Six) from Module 2 (15 marks) 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Name of the Course: Computer Security 

Sr.No. Heading Particulars 

1 Description the course 

: 

Including but Not 

limited to: 

Security course introduces the fundamental concepts and 

practices of information security, including risk analysis, 

secure system design, authentication, encryption, database 

security, and network protection. It covers security 

technologies such as firewalls, intrusion detection systems, 

and operating system security models. The course 

emphasizes protecting information assets from cyber threats 

and unauthorized access. With the increasing demand for 

cybersecurity in industries like banking, IT, healthcare, and 

e-commerce, this course prepares students for careers in 

cybersecurity and information protection. 

2 Vertical : Major   

3 Type : Theory   

4 Credits : 2 credits (1 credit = 15 Hours for Theory)  

5 Hours Allotted : 30 Hours  

6 Marks Allotted: 50 Marks  

7 Course Objectives(CO):  

CO1. Understand fundamental concepts, evolution, and importance of information  

      security. 

CO2. Learn risk analysis, threat identification, and secure design principles. 

CO3. Understand authentication, authorization, encryption, and database security  

      mechanisms. 

CO4. Study network device security, firewall technologies, and network protection  

            strategies. 

CO5. Understand intrusion detection, prevention systems, and security monitoring 

tools. 

CO6. Learn operating system security models and trusted computing standards.  

8 Course Outcomes (OC):  

OC1. Explain the importance, evolution, and methodology of information 

security. 

OC2.  Analyze risks, threats, attacks, and apply secure design principles. 

OC3. Implement authentication, authorization, encryption, and database security  

             techniques. 

OC4.  Apply network security controls including firewalls and network 

hardening. 

OC5.  Understand intrusion detection systems and security monitoring tools. 

OC6. Evaluate operating system security models and apply trusted computing  

            concepts. 

9 Modules:- 



Module 1: 

1. Information Security Overview: The Importance of Information Protection, The 

Evolution of Information Security, Justifying Security Investment, Security 

Methodology, how to Build a Security Program, The Impossible Job, The 

Weakest Link, Strategy and Tactics, Business Processes vs. Technical Controls. 

Risk Analysis: Threat Definition, Types of Attacks, Risk Analysis, Secure Design 

Principles: The CIA Triad and Other Models, Defense Models, Zones of Trust, 

Best 

2. Authentication and Authorization: Authentication, Authorization Encryption: 

A Brief History of Encryption, Symmetric-Key Cryptography, Public Key 

Cryptography, Public Key Infrastructure. Database Security: General Database 

Security Concepts, Understanding Database Security Layers, Understanding 

Database- Level Security, Using Application Security, Database Backup and 

Recovery, Keeping Your Servers Up to Date, Database Auditing and Monitoring. 

3. Network Device Security: Switch and Router Basics, Network Hardening 

Firewalls: Overview, The Evolution of Firewalls, Core Firewall Functions, 

Additional Firewall Capabilities, Firewall Design.  

 Module 2: 

1. Intrusion Detection and Prevention Systems: IDS Concepts, IDS Types and 

Detection Models, IDS Features, IDS Deployment Considerations, Security 

Information and Event Management (SIEM). Voice over IP (VoIP) and PBX 

Security: Background, VoIP Components, VoIP Vulnerabilities and 

Countermeasures, PBX, TEM: Telecom Expense Management. Operating 

System Security Models: Operating System Models, Classic Security Models, 

Reference Monitor, Trustworthy Computing, International Standards for 

Operating System Security 

 2. Virtual Machines and Cloud Computing: Virtual Machines, Cloud Computing. 

Secure Application Design: Secure Development Lifecycle, Application 

Security Practices, Web Application Security, Client Application Security, 

Remote Administration Security. Physical Security: Classification of Assets, 

Physical Vulnerability Assessment, Choosing Site Location for Security, 

Securing Assets: Locks and Entry Controls, Physical Intrusion Detection 

10 Text Books 

1. William Stallings, Cryptography and Network Security: Principles and Practice, 

8th Edition, Pearson, 2023. 

2. Principles of Information Security by Ph.D. Whitman, Michael E. Herbert J. 

Mattord , 7th Edition, Cengage Learning, 2021 

3. Cloud Security: A Comprehensive Guide to Secure Cloud Computing 1st 

Edition,  by Ronald L. Krutz  

11 Reference Books 



 

1. The Complete Reference: Information Security Mark Rhodes- Ousley McGraw- 

Hill Second 2013 

2. Essential Cybersecurity Science Josiah Dykstra O’Reill Fifth 2017 

3. Principles of Computer Security: CompTIA Security+ and Beyond Wm.Arthur 

Conklin,Greg White McGraw Hill Second 2010 

12 Internal Continuous Assessment: 40% 

Continuous Evaluation through:  

1. Class test of 1 of 15 marks 

2. Class test of 2 of 15 marks 

Average of the two: 15 marks 

3. Quizzes/ Presentations/ Assignments: 5 marks 

4. Total: 20 marks 

13 Semester End Examination: 60% 

Format of Question Paper: External Examination(30 Marks)– 1 hr duration 

14 Format of Question Paper: (Semester End Examination: 30 Marks. Duration:) 

Q1: Attempt any three (out of five/six) from Module 1 (15 marks) 

Q2: Attempt any three (out of five/six) from Module 2 (15 marks) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

  



Syllabus 

B.Sc. (Information Technology) 

(Sem.- VI)  

 
Name of the Course: Data Analytics and Business Intelligence 

Sr.No. Heading Particulars 

1 Description the 

course : 

Including but Not 

limited to: 

Business Analytics equips students with the conceptual 

foundations, quantitative techniques, and practical tool-

based skills required to extract meaningful, decision-

relevant insights from business data. The course 

occupies a critical position in the curriculum — it 

synthesises students' prior knowledge of programming, 

databases, and statistics, and channels it towards real-

world organisational problem-solving across domains 

such as marketing, finance, human resources, supply 

chain, and e-commerce. 

Foundations of Business Analytics & Data Analysis — 

builds the conceptual and technical groundwork: the 

four analytics types (Descriptive, Diagnostic, 

Predictive, Prescriptive), data collection from 

structured and unstructured sources, data cleaning and 

transformation (handling missing values, 

normalisation, standardisation), Exploratory Data 

Analysis (EDA) covering measures of central tendency 

and dispersion, correlation, covariance, and data 

visualisation, followed by practical mastery of industry 

analytics tools — Microsoft Excel (statistical functions, 

PivotTables, charts), Power BI, and Tableau.  

Predictive Analytics & Business Applications — 

advances into predictive modelling: Simple Linear 

Regression and Time Series basics, Classification 

(Decision Trees), Clustering (K-Means), Market Basket 

Analysis (Association Rules: Support, Confidence, 

Lift), and concludes with a business decision-making 

capstone covering interpretation of results, industry 

case studies, and the ethical dimensions of data 

analytics. 

2 Vertical : Major   

3 Type : Theory   

4 Credits : 2 credits (1 credit = 15 Hours for Theory)  



 

5 Hours Allotted : 30 Hours  

6 Marks Allotted: 50 Marks  

7 Course Objectives(CO):  

CO 1. To introduce students to the fundamental concepts and significance of 

Business Analytics in modern organizations. 

CO 2. To develop an understanding of data collection methods, pre-processing 

techniques, and exploratory data analysis. 

CO 3. To familiarize students with statistical tools and analytical techniques 

used in business decision-making. 

CO 4. To provide knowledge of predictive models such as regression, 

classification, and clustering. 

CO 5. To enable students to interpret analytical results and apply them to 

real-world business scenarios. 

8 Course Outcomes (OC):  

OC 1. Explain the key concepts and types of Business Analytics. 

OC 2. Perform data cleaning, transformation, and exploratory data 

analysis using analytical tools. 

OC 3. Apply statistical and predictive techniques to analyze business data. 

OC 4. Identify patterns and relationships using clustering and association 

rule methods. 

OC 5. Interpret and communicate analytical findings to support effective 

business decision-making. 

9 Modules:- 

Module 1: Foundations of Business Analytics & Data Analysis 

5. Introduction to Business Analytics: Meaning and importance of Business 

Analytics, Types of Analytics: Descriptive, Diagnostic, Predictive, 

Prescriptive, Applications in Marketing, Finance, HR, Operations 

6. Data Collection and Pre-processing: Sources of Business Data (Structured 

& Unstructured), Data Cleaning and Transformation 

Handling Missing Values, Data Normalization and Standardization 

7. Exploratory Data Analysis (EDA): Measures of Central Tendency (Mean, 

Median, Mode), Measures of Dispersion (Variance, Standard Deviation), 

Correlation and Covariance, Data Visualization (Bar chart, Pie chart, 

Histogram, Line graph) 

8. Tools for Business Analytics: Introduction to Excel for Analytics 

Basic Statistical Functions, Pivot Tables and Charts, Power BI, Tabulae 

 Module 2: Predictive Analytics & Business Applications 

5. Introduction to Predictive Analytics: Concept of Prediction, Regression 

Analysis (Simple Linear Regression), Time Series Basics 

6. Classification and Clustering: Concept of Classification, Decision Trees 

(Basic idea), K-Means Clustering (Basic concept and steps) 



7. Market Basket Analysis: Concept of Association Rules, Support, 

Confidence, Lift, Business Use Cases (Retail, E-commerce) 

8. Business Decision Making: Interpreting Analytical Results, Case Studies 

in Business Analytics, Ethical Issues in Data Analytics 

10 Text Books 

1. Camm, Cochran, Fry, Ohlmann, Anderson, Sweeney, Williams - 

Essentials of Business Analytics, Cengage Learning. 

2. James Evans, Business Analytics, Pearson. 

3. Albright Winston, Business Analytics - Data Analysis - Data Analysis 

and Decision Making, Cengage Learning, Reprint 

4. Sahil Raj, Business Analytics, Cengage Learning. 

5. Ratnoo & Ratnoo, Essentials of R for Data Analytics, Wiley 

11 Reference Books 

1. Seema Acharya & D. R. Khanna – Fundamentals of Business Analytics 

2. Thomas W. Miller – Modeling Techniques in Predictive Analytics 

3. Ramesh Sharda, Dursun Delen, Efraim Turban – Business Intelligence: A 

Managerial Perspective on Analytics  

12 Internal Continuous Assessment: 40% 

 Continuous Evaluation through:  

1. Class test of 1 of 15 marks 

2. Class test of 2 of 15 marks 

Average of the two: 15 marks 

3. Quizzes/ Presentations/ Assignments: 5 marks 

4. Total: 20 marks 

13 Semester End Examination: 60% 

Format of Question Paper: External Examination (30 Marks)– 1 hr duration 

14 Format of Question Paper: (Semester End Examination: 30 Marks. 

Duration:1 hour) 

Q1: Attempt any three (out of five/six) from Module 1 (15 marks) 

Q2: Attempt any three (out of five/six) from Module 2 (15 marks) 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Syllabus 

B.Sc. (Information Technology) 

(Sem.- VI)  
 

Name of the Course: Data Analytics and Business Intelligence and Computer Security 

in Practical 

Sr.No. Heading Particulars 

1 Description the course : 

Including but Not 

limited to: 

 The subject gives hands-on, laboratory counterpart to the 

Business Analytics Theory course, offered as a Major 

Practical in the sixth and final semester of the T.Y.I.T. 

programme under NEP 2020. Where the theory course builds 

conceptual and quantitative foundations, this practical course 

develops the applied, tool-based proficiency that employers 

directly evaluate in analytics roles. Students graduate having 

worked on real-world business datasets using three industry-

standard platforms: Microsoft Excel, Python/R, and 

Microsoft Power BI — the exact tool trifecta encountered in 

Business Analyst, Data Analyst, MIS Executive, and BI 

Developer job descriptions. 

The course spans the full analytics pipeline from data 

warehousing to predictive modelling: importing and 

analysing data warehouse data in Excel using PivotTables 

and PivotCharts; performing OLAP-style cube analysis; 

applying What-If Analysis tools (Goal Seek, Scenario 

Manager, Data Tables) for business scenario modelling; 

implementing classification algorithms (Decision Trees, k-

Nearest Neighbours) and clustering algorithms (K-Means) 

using Python (scikit-learn) or R (caret/kmeans); and 

building Simple and Logistic Regression models on data 

warehouse datasets. It focuses on lookup-based data 

retrieval, dimensional modelling (ROLAP, MOLAP, 

HOLAP cube design with fact and dimension tables), and 

professional Power BI dashboard development on real-

world datasets including Sales data and the Netflix content 

dataset. 

Security in Computing Practical builds practical skills in 

threat detection, encryption, and secure system design 

through lab simulations. 

This lab-based course equips students with tools to secure 

computing environments, covering vulnerabilities, access 

controls, and ethical hacking basics.  

It familiarizes students with common cyber threats  



Enable hands-on configuration of firewalls, IDS/IPS, and 

secure protocols  

Develop skills in vulnerability scanning and basic 

penetration testing in controlled environments. 

2 Vertical : Major  

3 Type : Practical  

4 Credits : 2 credits (1 credit = 30 Hours of Practical work in a semester)  

5 Hours Allotted : 60 Hours  

6 Marks Allotted: 50 Marks  

7 Course Objectives(CO):  

CO1.  To understand the fundamentals of Data Warehousing including data 

warehouse architecture, ETL process, OLAP operations, and cube models 

(ROLAP, MOLAP, HOLAP) 

CO2.  To develop analytical skills using Microsoft Excel by applying Pivot 

Tables, Pivot Charts, Lookups (VLOOKUP, HLOOKUP), What-If Analysis, and 

data  visualization techniques. 

CO3.  To implement predictive analytics techniques such as Linear Regression 

and Logistic Regression for real-world datasets. 

CO4.  To design interactive dashboards using Power BI for business decision-

making. 

CO5. To configure and secure network devices using industry-standard 

protocols. 

CO6.  To design and implement Access Control Lists (ACLs)  

CO7.  To implement Layer 2 security mechanisms on Cisco switches. 

CO8. To configure IOS Intrusion Prevention Systems (IPS), site-to-site IPsec 

VPNs and Cisco ASA basic firewall settings using the CLI 

CO9. To develop host-based security investigation skills using the Windows 

a. SysInternals Suite  and to perform network reconnaissance and attack 

surface         

b. mapping using the Nmap port scanner. 

CO10.  To capture, filter, and analyse live network traffic using Wireshark, 

interpreting protocol behaviour across TCP (3-way handshake  



 

8 Course Outcomes (OC):  

OC 1. Apply data warehousing concepts and perform OLAP analysis using Excel 

and cube models. 

OC 2. Perform data analysis and visualization using Pivot tables, What-If 

analysis, and dashboards. 

OC 3. Implement data mining techniques such as classification and clustering 

using R/Python. 

OC 4. Apply regression techniques (Linear and Logistic) for predictive analysis 

OC 5. Design dimensional models and create BI dashboards using Power BI. 

OC 6. Configure routers for Syslog event logging  

OC 7. Configure, apply, and verify Extended Numbered IPv4 ACLs and IPv6   

            ACLs  

OC 8. Configure a Zone-Based Policy Firewall (ZPF) on a Cisco router  

OC 9. Implement Layer 2 security on Cisco switches  

OC 10. Configure IOS IPS using the CLI — enabling IPS  

OC 11. Use the Windows SysInternals Suite to investigate system security 

OC 12. Capture and analyse live network traffic using Wireshark 

9 Modules:- 

Module 1: 

1. Perform the analysis for the following:  

a. Import the data warehouse data in Microsoft Excel and create the Pivot 

table and Pivot Chart.  

b. Import the cube in Microsoft Excel and create the Pivot table and Pivot 

Chart to perform data analysis.  

2. Apply the what – if Analysis for data visualization. Design and generate 

necessary reports based on the data warehouse data. Use Excel.  

3. Perform the data classification using classification algorithm using R/Python.  

4. Perform the data clustering using clustering algorithm using R/Python.  

5. Perform the Linear regression on the given data warehouse data using R/Python. 

6. 6. Perform the logistic regression on the given data warehouse data using 

R/Python.  

7. Perform lookups using Microsoft Excel 

a. Perform vlookup on any products data.  

b. Perform hlookup on any products data.  

8. Create the cube with suitable dimension and fact tables based on ROLAP, 

MOLAP and HOLAP model. 

9. Create dashboard in POWER BI of Sales data. Use scattered chart and cards.  

10.  Create the dashboard in POWER BI of Netflix dataset. 

 Module 2: 

 21. Configure Routers for 

a.  Syslog, NTP, and 

b. SSH Operations  



c. OSPF MD5 authentication.  

22. Configure AAA Authentication   

a. Configure a local user account on Router and configure authenticate on the 

console and vty lines using local AAA  

b. Verify local AAA authentication from the Router console and the PC-A 

client 

23. Configuring Extended ACLs  

a. Configure, Apply and Verify an Extended Numbered ACL 

24. Configuring IPv6 ACLs 

25. Configure IP ACLs to Mitigate Attacks 

a. Verify connectivity among devices before firewall configuration 

b. Use ACLs to ensure remote access to the routers is available only from 

management station PC-C.  

c. Configure ACLs on to mitigate attacks. 

26. Configuring a Zone-Based Policy Firewall (ZPF) 

a. Verify connectivity among devices before firewall configuration. 

b. Configure a zone-based policy (ZPF) firewall on R3. 

c. Verify ZPF firewall functionality using ping, SSH, and a web browser 

27. DHCP Snooping and ARP Inspection 

28. Configure IOS Intrusion Prevention System (IPS)Using the CLI 

a.  Enable IOS IPS. 

b. Configure logging. 

c. Modify an IPS signature. 

d.  Verify IPS 

29. Implementing Layer 2 security 

a. Assign the Central switch as the root bridge. 

b. Secure spanning-tree parameters to prevent STP manipulation attacks. 

c. Enable port security to prevent CAM table overflow attacks 

30. Implementing  Layer 2 VLAN Security 

a. Enable trunking and configure security on the new trunk link 

31. Configure and Verify a Site-to-Site IPsec VPN Using CLI 

32. Configuring ASA Basic Settings and Firewall Using CLI  

33. Exploring Processes, Threads, Handles, and Windows Registry  

(SysInternals Suite) 

34. Use a Port Scanner to Detect Open Ports  

a. Nmap, a port scanner and network mapping, tool to detect open ports 

35. Using Wireshark  

a. to Observe the TCP 3-Way Handshake 

b. to Examine a UDP DNS Capture 

36. to Examine FTP and TFTP Captures 

10 Text Books 



 

5. Microsoft Excel 365 Bible – Michael Alexander & Richard Kusleika 

Publisher: Wiley 

(Covers Pivot Tables, What-If Analysis, Lookups, Data Analysis Tools.) 

6. Python for Data Analysis – Wes McKinney 

Publisher: O’Reilly 

(Hands-on implementation of regression and data analysis using Python.) 

7. R for Data Science – Hadley Wickham & Garrett Grolemund 

Publisher: O’Reilly( Practical guide for clustering, classification and 

visualization using R.) 

8. Practical Business Intelligence with Power BI – Brett Powell 

Publisher: Apress (Step-by-step dashboard development.) 

11 Reference Books 

1. Business Intelligence Guidebook – Rick Sherman 

Practical BI implementation strategies. 

2. Applied Predictive Modeling – Max Kuhn & Kjell Johnson 

Regression and classification practical modeling. 

3. 3. Power BI Cookbook – Brett Powell 

Advanced dashboard techniques and case studies. 

4. CCNA Security 2.0  Lab Manual 

12 Internal Continuous Assessment: 40% 

Continuous Evaluation through:  

Students are expected to attend each practical and submit the written practical of the 

previous session. 

Performing Practical and writeup submission will be continuous internal evaluation. 2.5 

marks can be awarded for each practical performance and writeup submission totalling 

to 50 marks and can be converted to 20 marks. 

13 Semester End Examination: 60% 

30 marks practical exam of 2 hours duration 

14 Format of Question Paper: (Semester End Examination : 30 Marks. Duration: 2 

Hours) 

Practical Slip: 

Q1. From Module 1               13 marks 

Q2. From Module 2               12marks 

Q3. Journal and Viva             05 marks 

 

 

 

 

 

 

 

  



Syllabus 

B.Sc. (Information Technology) 

(Sem.- VI)  

 
Name of the Course: Cloud Computing and Testing Tools Practical 

Sr.No. Heading Particulars 

1 Description the course : 

Including but Not 

limited to: 

 Cloud Computing Practical is the hands-on laboratory 

companion. This lab-based course bridges theoretical cloud 

concepts with applied, tool-based experience, equipping 

students with the skills to deploy, configure, and simulate 

virtualised cloud environments — the exact competencies 

demanded in roles such as Cloud Engineer, System 

Administrator, DevOps Associate, and Cloud Solutions 

Architect. 

the virtualisation and simulation foundation: installing and 

configuring VMware ESXi Server to manage bare-metal 

hypervisor deployments; implementing virtual machines on 

the open-source Xen Server (Type-1 paravirtualisation); 

exploring native virtualisation using Microsoft Hyper-V 

(hardware-assisted Type-1 hypervisor); followed by setting 

up the CloudSim simulation toolkit (Java JDK + Eclipse 

IDE), creating and simulating a cloud data centre with 

configurable host resources, and provisioning virtual 

machines within the CloudSim environment  

Software Testing Tools Practical is a hands-on laboratory 

course that provides students with direct, tool-based 

experience across the complete spectrum of modern 

software testing — from web UI automation and unit testing 

to load testing, behavior-driven development, and API 

testing. The course covers ten industry-standard tools and 

frameworks — Selenium IDE, Selenium RC, Selenium 

WebDriver, JUnit, TestNG, NUnit, AutoIT, Apache 

JMeter, Cucumber, and SoapUI/Postman — equipping 

students for roles such as QA Engineer, Automation Test 

Engineer, SDET (Software Developer in Test), and 

Performance Test Engineer. 

2 Vertical : Major   

3 Type : Practical   

4 Credits : 2 credits (1 credit = 30 Hours of Practical work in a semester)  

5 Hours Allotted : 60 Hours  

6 Marks Allotted: 50 Marks  

7 Course Objectives(CO):  



 

CO1. To understand and implement Types of hypervisor-based virtualization 

platforms — VMware ESXi, Xen, and Microsoft Hyper-V  

CO2. To install and configure the CloudSim simulation toolkit (Java JDK + 

Eclipse IDE), understand its layered architecture, and successfully run basic 

simulation programs 

CO3. To create and simulate cloud data centers and virtual machines in 

CloudSim. 

CO4. To simulate task scheduling in a cloud environment by creating multiple 

cloudlets, assigning them to virtual machines using scheduling algorithms, 

and to model multiple distributed data centers 

CO5.  To introduce students to web UI test automation using Selenium IDE, 

Selenium RC, and Selenium WebDriver, covering record-and-playback, 

scripted test creation, assertion-based verification, and screenshot capture. 

CO6. To develop proficiency in writing and executing unit test cases using JUnit 

(Java) and NUnit (.NET), including assertion methods, test lifecycle 

annotations, and coverage of both positive and negative test scenarios. 

CO7. To enable students to organise and manage automated test suites using 

TestNG lifecycle annotations, and to handle native desktop dialogs within 

browser tests by integrating AutoIT scripts with Selenium WebDriver. 

CO8. To equip students with skills to perform performance and load testing 

using Apache JMeter, including designing test plans, simulating concurrent 

user traffic, and interpreting throughput, response time, and error rate metrics. 

CO9. To introduce Behavior-Driven Development (BDD) using Cucumber 

with Gherkin syntax for writing human-readable acceptance tests, and to API 

testing using SoapUI and Postman for verifying RESTful web service 

correctness, payload integrity, and scalability under load. 

8 Course Outcomes (OC):  
OC1. Install and configure Type-1 hypervisors (VMware ESXi, Xen, and 

Microsoft Hyper-V) on bare-metal or lab environments; create, configure, and 

manage virtual machines 

OC2. Install the CloudSim toolkit (JDK + Eclipse IDE + CloudSim library), 

import the project, and execute sample simulation programs successfully 

OC3. Create and simulate a cloud data center in CloudSim by 

programmatically defining Data Center objects and host configurations 

OC4. Create cloudlets with defined length, file size, and output size 

OC5. Simulate task scheduling by creating multiple cloudlets, assigning them 

to VMs via scheduling algorithms, and model multiple distributed data centers 

with independent host 

OC6. Execute cloud simulations and analyse performance metrics (task 

execution time, finish time, actual CPU time, and resource utilization 

OC7. Record and replay browser-based test scenarios using Selenium IDE with 

            element assertions; write and execute Selenium RC scripts and Selenium   

            WebDriver tests  

OC8. Write JUnit test cases in Eclipse to verify web application search 

functionality;  

OC9. Configure and run a TestNG test suite with @Test, @BeforeMethod,  



           @AfterMethod, @BeforeClass, and @AfterClass lifecycle annotations; 

write and integrate an AutoIT  

OC10. Implement NUnit test cases for a .NET authentication system covering 

positive and negative scenarios; design Apache JMeter test plans  

OC11. Write Cucumber .feature files in Gherkin (Given–When–Then) and 

implement Java step definition classes linking each step to Selenium WebDriver 

code 

9 Modules:- 

Module 1: 

1. Implement VMWAre ESXi Server. 

2. Implementing VMs on Xen Server 

3. Native Virtualization using Hyper-V 

4. Installation of CloudSim Environment  

5. To create and simulate a cloud data center using CloudSim. 

6. To create virtual machines in CloudSim environment. 

7. Virtual Machine Scheduling in cloud sim 

8. Cloudlet Creation and Execution 

9. To simulate task scheduling using CloudSim 

10. Simulation of Multiple Data Centers 

11. Performance Analysis of Cloud Simulation 

12. Study of CloudSim Architecture 

Module 2: 

13. Selenium IDE:  

a. Install Selenium IDE in your browser of choice.  

b. Record a simple test scenario such as logging into the web application.  

c. Add assertions to verify elements on the page.  

d. Export the test case to a programming language of your choice (e.g., 

Java).  

14. Selenium RC Tools:  

a. Install Selenium RC and set up a test environment.  

b. Write a test script using Selenium RC to automate a registration form on 

the web application.  

c. Execute the test script and verify the results.  

15. Creating JUnit Tests using Eclipse:  

a. Set up a Java project in Eclipse for automation testing.  

b. Write a JUnit test case to verify the search functionality of the web 

application.  

c. Run the JUnit test case and analyze the test results.  

16. Web Testing using WebDriver Tool:  

a. Set up WebDriver in your preferred programming language (e.g., Java).  

b. Write a WebDriver test script to automate the checkout process of the 

web application.  

c. Implement synchronization techniques to handle dynamic elements on 

the page.  

d. Execute the WebDriver test script and capture screenshots for each step.  

17. Automation using AutoIT Tool:  



 

a. Install AutoIT and familiarize yourself with its scripting language.  

b. Write an AutoIT script to automate a file upload process on the web 

application.  

c. Integrate the AutoIT script with your Selenium WebDriver test script.  

d. Execute the combined test script and verify the file upload functionality.  

18. Setting Up TestNG Testing Framework:  

a. Set up a TestNG testing framework in your preferred IDE (e.g., IntelliJ 

IDEA, Eclipse). Create a test class with multiple test methods to validate 

different functionalities of a sample web application. Utilize TestNG 

annotations such as @Test, @BeforeMethod, @AfterMethod, etc., to 

organize and execute your test cases effectively.  

19. Unit Testing with Junit  

a. Develop a Java class representing a simple calculator with methods for 

addition, subtraction, multiplication, and division. Write Junit test cases 

to verify the correctness of each operation. Utilize Junit assertions to 

validate expected outcomes and ensure that the calculator functions as 

expected under various scenarios.  

20. Unit Testing with Nunit and Load Testing with Jmeter:  

a. Implement a .NET class representing a user authentication system with 

methods for login and logout. Create Nunit test cases to validate the 

authentication functionality, including positive and negative test 

scenarios. Use Nunit’s Assert methods to verify the behavior of the 

authentication system under different conditions.  

b. Set up a load testing environment using Apache Jmeter to assess the 

performance of a web application under heavy user load. Create Jmeter 

test plans to simulate concurrent user traffic accessing different pages of 

the application. Analyze Jmeter test results to identify performance 

bottlenecks and optimize system performance.  

21. Behavior-Driven Development (BDD) with Cucumber/Cypress:  

a. Implement behavior-driven development (BDD) practices using 

Cucumber to define and execute acceptance tests for a web application. 

Write feature files in Gherkin syntax to describe various application 

features and scenarios. Develop step definitions in your preferred 

programming language to automate the execution of Cucumber scenarios.  

22. API Testing with SoapUI/POSTMAN:  

Use SoapUI to perform functional and performance testing of a RESTful 

web service. Create SoapUI test suites to validate different API endpoints 

and verify the correctness of request and response payloads. Configure 

SoapUI load tests to simulate concurrent user interactions and measure 

the service's scalability and responsiveness. 

10 

11 

Text Books 

Reference Books 

5. GitHub 

6. Vmware VCA lab manual 
7. https://clouds.cis.unimelb.edu.au/cloudsim/ 

12 Internal Continuous Assessment: 40% 

 Continuous Evaluation through:  



Students are expected to attend each practical and submit the written practical of the 

previous session. 

Performing Practical and writeup submission will be continuous internal evaluation. 

2.5 marks can be awarded for each practical performance and writeup submission 

totalling to 50 marks and can be converted to 20 marks. 

13 Semester End Examination: 60% 

 30 marks practical exam of 2 hours duration 

14 Format of Question Paper: (Semester End Examination : 30 Marks. Duration: 2 

Hours) 

Practical Slip: 

Q1. From Module 1               13 marks 

Q2. From Module 2               12marks 

Q3. Journal and Viva             05 marks 
 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

  



 

 

 

 

SEM VI 

Vertical – 1 

Electives  

(2+2) 

 
 

  



Syllabus 

B.Sc. (Information Technology) 

(Sem.- VI)  

 
Name of the Course: Geographical Information System Practical 

Sr.No. Heading Particulars 

1 Description the course : 

Including but Not limited 

to: 

This course provides practical training in Geographic 

Information Systems (GIS) using QGIS. Students learn 

to manage, analyze, and visualize spatial data including 

vector and raster datasets. The course covers map 

creation, spatial analysis, georeferencing, projections, 

and automation using processing tools. 

2 Vertical : Elective 

3 Type : Practical  

4 Credits : 2 credits (1 credit = 30 Hours of Practical work in a 

semester)  

5 Hours Allotted : 60 Hours  

6 Marks Allotted: 50 Marks  

7 Course Objectives(CO):  

CO1: Understand the fundamentals of GIS concepts and spatial data types. 

CO2: Develop skills in managing, editing, and analyzing vector and raster 

datasets. 

CO3: Apply spatial analysis techniques to solve real-world geographic 

problems. 

CO4: Create raster data analysis on real applications. 

8 Course Outcomes (OC):  

OC1 Demonstrate the ability to load, manage, and visualize spatial datasets 

using QGIS. 

OC2: Perform vector and raster analysis operations including buffering, 

overlay, and terrain analysis. 

OC3: Apply georeferencing, projection management, and spatial querying 

techniques effectively. 

OC4: Design and present GIS-based solutions through map layouts and 

analytical reports. 

9 Modules:- 

Module 1: Getting Started with QGIS  

1.  QGIS Installation & Interface Overview 

● Install QGIS 3.40. 

● Explore panels: Browser, Layers, Map Canvas. 

● Load sample vector and raster data. 

(Training Manual: “An Overview of the Interface”, “Adding your first layers”) 



 

2. Navigating Map Canvas & Basic Tools 

Pan, zoom, identify features. 

Use selection tools and measure tools. 

Explore project properties. 

(Based on “Navigating the Map Canvas”) 

3. Symbology & Layer Styling 

Change symbology for point, line, polygon. 

Apply color ramps and symbols. 

Save layer styles. 

(Based on “Symbology”) 

4. Working with Vector Attributes 

Open attribute table. 

Sort, filter, calculate field values. 

Basic statistics. 

(Based on “Vector Attribute Data”) 

5. Labeling Vector Data 

Use labeling tool. 

              Customize label appearance. 

6. Vector Data Classification 

Classify using unique values and graduated styles. 

Explore classification methods (Natural Breaks, Quantile). 

(Based on “Classification”) 

7. Creating Print Layout 

Insert map in layout. 

Add title, legend, scale bar, north arrow. 

(Based on “Using Print Layout”) 

8. Dynamic Print Layout and Export 

Create multiple map views. 

Export as PDF and image 

9. Thematic Mapping 

Create choropleth maps using attribute data 

10.  Creating New Vector Layers 

       Create point, line, and polygon layers. 

       Add new features manually 

        Spatial Operations  

11.  Feature Topology and Editing 

Enable topology rules. 

Snap to feature 

12.  Vector Analysis  

Reprojecting and Transforming data 

Vector Analysis 

Network Analysis 



Spatial Statistics 

Module 2: Raster Data and Analysis  

 13. Loading and Styling Raster Data 

      Add raster layers (e.g., DEM, satellite). 

      Change raster symbology 

14. Terrain Analysis 

Slope, aspect, hillshade analysis 

15.  Raster Operations 

Clip and merge rasters using processing tools 

16. Raster to Vector Conversion 

17. Installing and Using Plugins 

      Install essential plugins (e.g., QuickOSM, Georeferencer). 

      Use plugin feature 

18.  Create a base map, analyze the map and print the final map. 

19.  Forestry Application with GIS 

10 Text Books 

Reference Books/links for online resources 

1. https://docs.qgis.org/3.40/en/docs/training_manual/index.html 

2. https://libguides.brown.edu/gis_data_tutorials/intro_qgis 

11 

12 Internal Continuous Assessment: 40% 

Continuous Evaluation through:  

Students are expected to attend each practical and submit the written practical 

of the previous session. Performing Practical and writeup submission will be 

continuous internal evaluation. 2.5 marks  

can be awarded for each practical performance and writeup submission totaling to 50 

marks and can be converted to 20 marks 

13 Semester End Examination: 60% 

30 marks Semester End Examination 

14 Format of Question Paper: (Semester End Examination : 30 Marks. Duration: 

2Hr) 

Certified copy of Journal is compulsory to appear for the practical examination 

Practical Slip: 

Q1. From Module 1    13 marks  

Q2. From Module 2     12marks 

Q3. Journal and Viva   05 marks 

 

 

 

 

 

  

https://docs.qgis.org/3.40/en/docs/training_manual/index.html
https://libguides.brown.edu/gis_data_tutorials/intro_qgis


 

Syllabus 

B.Sc. (Information Technology) 

(Sem.- VI)  

 
Name of the Course: Enterprise Network Practical 

Sr.No. Heading Particulars 

1 Description the course 

: 

Including but Not 

limited to: 

This practical course focuses on enterprise-level 

networking skills, enabling students to configure, 

troubleshoot, and manage networks in real-world 

business environments. It aligns with emphasis on skill-

based, multidisciplinary learning through lab work and 

experiential methods. The course totals 50 marks, with 2 

credits dedicated to practical sessions. 

Develop proficiency in setting up LAN/WAN 

topologies, protocols, and enterprise hardware like 

routers and switches. 

Apply troubleshooting techniques for network issues, 

including security and performance optimization. 

Foster industry-relevant skills such as simulation using 

tools like Cisco Packet Tracer or GNS3 

2 Vertical : Elective  

3 Type : Practical  

4 Credits : 2 credits (1 credit = 30 Hours of Practical work in a 

semester)  

5 Hours Allotted : 60 Hours  

6 Marks Allotted: 50 Marks  

7 Course Objectives(CO):  
CO 1.  Impart hands-on skills in configuring and managing enterprise  

             network devices like switches and routers. 

CO2: Enable students to troubleshoot common network faults and  

          optimize performance in simulated environments. 

CO3: Familiarize with enterprise protocols (e.g., OSPF, BGP) and security  

         features for scalable networks 

8 Course Outcomes (OC):  
OC1.  Apply networking fundamentals to solve enterprise problems. 

OC2. Identify and troubleshoot complex network issues systematically. 

OC3. Develop scalable LAN/WAN architectures with security protocols. 

OC4. Use simulators like Packet Tracer for enterprise configurations. 

9 Modules:- 

Module 1: 

1. Campus network architecture 

a. Static VLANS, Trunking, and VTP 

b. EtherChannel 

2. Spanning Tree Impimentation 



a. Implement Spanning Tree Protocols 

b. Multiple Spanning Tree 

3. Inter VLAN and DHCP implementation 

a. Inter-VLAN Routing 

b. DHCP V4 and DHCP V6 

4. Redundancy implementation 

a. First Hop Redundancy Protocols – HSRP and VRRP 

b. Hot Standby Router Protocol for IPV6 

c. Gateway Load Balancing Protocol (GLBP) 

5. Switching Features and Technologies 

a. IP Service Level Agreements and Remote SPAN in a Campus 

Environment 

b. Securing Layer 2 Switches 

c. Securing VLANs 

 Module 2: 

6. Basic Network and Routing Concepts 

a. Basic RIPng and Default Gateway Configuration 

7. OSPF implementation 

a. OSPF Virtual Links 

b. Multi-Area OSPFv2 and OSPFv3 with Stub Area 

c. OSPFv3 Address Families 

8. Manipulating Routing Updates 

a. Redistribution Between RIP and OSPF 

b. Redistribution Between RIPng for IPv6 and OSPFv3 

c. Controlling Routing Updates 

9. Path Control Implementation 

a. Configure and Verify Path Control Using PBR 

b. Configure IP SLA Tracking and Path Control 

10. Enterprise Internet Connectivity 

a. Configure NAT Services 

11. Implementation of BGP 

a. Configuring BGP with Default Routing 

b. Using the AS_PATH Attribute 

c. Configuring IBGP and EBGP Sessions, Local Preference, and MED 

d. IBGP, Next Hop and Synchronization 

10 Text Books 

Reference Books 

4. CCNP Routing and Switching ROUTE 300-101 Official Cert Guide 

5. CCNP Routing and Switching SWITCH 300-115 Official Cert Guide 

6. CCNP and CCIE Enterprise Core ENCOR 350-401 (Official Cert Guide), 

2nd Edition 

7. CCNP Enterprise Advanced Routing ENARSI 300-410 Official Cert Guide 

11 

12 Internal Continuous Assessment: 40% 

Continuous Evaluation through:  



 

Students are expected to attend each practical and submit the written practical 

of the previous session. Performing Practical and writeup submission will be 

continuous internal evaluation. 2.5 marks  

can be awarded for each practical performance and writeup submission totaling to 

50 marks and can be converted to 20 marks. 

13 Semester End Examination: 60% 

 30 marks Semester End Examination 

14 Format of Question Paper: (Semester End Examination : 30 Marks. 

Duration:2Hr ) 

Certified copy of Journal is compulsory to appear for the practical 

examination  

Practical Slip: 

Q1. From Module 1        13 marks 

Q2. From Module 2         12 Marks 

 Q3. Journal and Viva      05 marks  

 

 

 

 

 

 

 

  



Syllabus 

B.Sc. (Information Technology) 

(Sem.- VI)  

Name of the Course: Cyber Law and Digital Policy  

Sr.No. Heading Particulars 

1 Description the 

course : 

Including but Not 

limited to: 

This course introduces students to the legal and policy 

framework governing cyberspace in India. It provides a 

comprehensive understanding of the evolution of cyber 

law, particularly under the Information Technology Act, 

2000, and examines the regulatory mechanisms 

addressing digital rights, intermediary liability, 

cybercrimes, and electronic evidence. 

The course further explores emerging challenges in digital 

governance, including data protection under the Digital 

Personal Data Protection Act, 2023, privacy rights, 

domain name disputes, and Intellectual Property Rights 

(IPR) in the era of Artificial Intelligence. 

By integrating legal theory with practical case analysis, 

the course equips students with analytical skills to 

understand cyber frauds, digital forensics, AI-related IPR 

concerns, and contemporary digital policy developments 

in India. 

2 Vertical : Elective 

3 Type : Theory  

4 Credits : 2 credits (1 credit = 15 Hours for Theory in a semester)  

5 Hours Allotted : 30 Hours  

6 Marks Allotted: 50 Marks  

7 Course Objectives(CO):  

CO1 To introduce the foundational components and statutory evolution of  

Cyber Law in India. 

CO2 To understand the legal complexities of online freedom and the 

liability of   intermediaries. 

CO3 To analyse the mechanisms of cyber frauds and the evidentiary value 

of  digital forensics. 

CO4 To evaluate the legal impact of AI on Intellectual Property Rights and 

Data  Privacy. 



 

8 Course Outcomes (OC):  

OC1 Describe the legal history and current components of the IT Act. 

OC2 Assess the obligations of digital platforms under Intermediary 

Liability rules. 

OC3 Apply the provisions of the DPDP Act, 2023 to data protection 

challenges. 

OC4 Identify legal risks and protections related to AI-generated content 

and  digital  IPR. 

9 Modules:- 

Module 1: Statutory Framework & Data Policy 

1.1 Legal Foundations: 

Cyber Law & Components of Cyber Law in India; Overview of the Information 

Technology Act, 2000. 

1.2 Statutory Evolution: 

25 Years of the IT Act, 2000 (Milestones and Amendments). 

1.3 Digital Rights & Liability: 

Online Freedom of Speech and Expression; Liability of Intermediaries (Safe 

Harbour Framework). 

1.4 Privacy Policy: 

Privacy of Online Data and Information; Digital Personal Data Protection Act, 

2023; Right to be Forgotten. 

Module 2: Cyber Crimes, Forensics & Digital IPR 

2.1 Offence Analysis: 

Cyber Crimes and Cyber Contraventions; Investigation of Cyber Frauds & 

Various Cyber Scams (Phishing, Identity Theft). 

2.2 Digital Evidence: 

E-evidence and Computer Forensics; Legal standards for admissibility of 

electronic records in India. 

2.3 Digital IPR Framework: 

IPR Issues in Digital Media (International and Indian Scenario); Copyright and 

Patent Issues in the Digital Medium. 

2.4 Emerging Policy Issues: 

Domain Name Dispute & Resolution; Trademark Issues in Digital Medium; IPR 

Issues in the Era of Artificial Intelligence (AI). 

10 Text Books 

11. Cyber Laws, Information Technology & Artificial Intelligence - Dr. 

Jyoti Rattan (11th Edition). 

11 Reference Books 

8. Cyber Law of India – Dr. S.R. Myneni 

9. Information Technology Law and Practice – Vakul Sharma 

10. Cyber Laws – Farooq Ahmad 

11. The Indian Cyber Law - Suresh T. Viswanathan 



12 Internal Continuous Assessment: 40% 

Continuous Evaluation through:  

1. Class test of 1 of 15 marks  

2. Class test of 2 of 15 marks  

Average of the two: 15 marks 

3. Quizzes/ Presentations/ Assignments:  5 marks 

4. Total: 20 marks 

13 Semester End Examination: 60% 

30 marks Semester End Examination 

14 Format of Question Paper: (Semester End Examination : 30 Marks. Duration: 

1 hr) 

Q1: Attempt any three (out of five/six) from Module 1 (15 marks) 

Q2: Attempt any three (out of five/six) from Module 2 (15 marks) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



 

Syllabus 

B.Sc. (Information Technology) 

(Sem.- VI)  

Name of the Course: IT Service Management 

Sr.No. Heading Particulars 

1 Description the course: 

Including but Not 

limited to: 

IT Service Management (ITSM) is a strategic approach to 

designing, delivering, managing, and improving the way IT 

services are provided to meet the needs of an organization and 

its customers, with a strong focus on aligning IT capabilities 

with business objectives. The course typically introduces key 

frameworks such as ITIL (IT Infrastructure Library), covering 

core processes like service strategy, service design, service 

transition, service operation, continual service improvement, 

and modern practices including ITIL 4’s guiding principles, 

value streams, and the four dimensions of service 

management. 

2 Vertical : Elective  

3 Type : Theory  

4 Credits : 2 credits (1 credit = 15 Hours for Theory work in a semester)  

5 Hours Allotted : 30 Hours  

6 Marks Allotted: 50 Marks 

7 Course Objectives(CO):  
CO 1. Understand the fundamentals of IT service management and the ITIL 4 

framework. 

CO 2. Explore the various management practices in ITIL, including general 

management, service management, and technical management. 

CO 3. Develop an understanding of driving stakeholder value and creating value 

for stakeholders. 

CO 4. Gain knowledge of creating, delivering, and supporting services within the 

ITIL service value system. 

CO 5. Explore the concept of High-Velocity IT and the importance of continual  

           improvement. 

8 Course Outcomes (OC):  
CO 1: Apply the principles and concepts of ITIL 4 to enhance IT service 

management practices.  

CO 2: Demonstrate proficiency in implementing ITIL management practices.  

CO 3: Successfully drive stakeholder value and engage in value co-creation.  

CO 4: Develop the skills to create, deliver, and support services within the ITIL 

service value system.  

CO 5: Understand the principles and techniques of High-Velocity IT and foster a 

culture of continual improvement.  

9 Modules:- 

Module 1: 



Introduction: IT service management in the modern world, About ITIL 4, The structure 

and benefits of the ITIL 4 framework.  

Key concepts of service management : Value and value co-creation, Organizations, 

service providers, service consumers, and other stakeholders, Products and services, 

Service relationships, Value: outcomes, costs, and risks.  

The four dimensions of service management: Organizations and people, Information 

and technology, Partners and suppliers, Value streams and processes, External factors.  

The ITIL service value system : Service value system overview, Opportunity, demand, 

and value, The ITIL guiding principles, Governance, Service value chain, Continual 

improvement.  

ITIL management practices: General management practices, Service management 

practices, Technical management practices.  

Module 2: 

Drive Stakeholder Value: Introduction, The customer journey, Step 1: Explore, Step 2: 

Engage, Step 3: Offer, Step 4: Agree, Step 5: Onboard, Step 6: Co-create, Step 7: Realize.  

Create, Delivery and Support (CDS): Service value system key concepts and 

challenges, Using a shift-left approach, Plan and manage resources in the service value 

system, The use and value of technology across the service value system.  

Value streams for new services: Reviewing service value chains and service value 

streams, ITIL practices and value streams for new services, Change enablement, Service 

design and software development and management, Service validation and testing, 

Release management and deployment management  

Value streams for user support: ITIL practices and value streams for user support, 

Service desk, Incident management, Problem management, Knowledge management, 

Service level management and Monitoring and event management.  

How to create, deliver and support services  

High-Velocity IT: Introduction, Key concepts, culture, techniques,  Continual 

improvement.  

10 Text Books 

1. ITIL Foundation 4 Edition Roman Jouravlev, Akashay Anand, et. al TSO, 

AXELOS 2nd Edition 2019 

2. ITIL 4 High-Velocity IT Akashay Anand, Dan Ashby, et. al TSO, AXELOS 

1st Edition 2020 

3. ITIL 4 Create, Delivery and Support (CDS) Claire Agutter AXELOS 1st 

Edition 2021 

11 Reference Books 

1. ITIL 4 Drive Stakeholder Value Roman Jouravlev, Pavel Demin, et. al, TSO, 

AXELOS 1st Edition 2020 

2. ITIL 4 Direct, Plan and Improve, Akashay Anand, Mauricio Corona, et. al. 

TSO, AXELOS 1st Edition 2020 

12 Internal Continuous Assessment: 40% 

Continuous Evaluation through:  



 

1. Class test of 1 of 15 marks  

2. Class test of 2 of 15 marks  

Average of the two: 15 marks 

3. Quizzes/ Presentations/ Assignments:  5 marks 

4. Total: 20 marks 

13 Semester End Examination: 60% 

30 marks Semester End Examination 

14 Format of Question Paper: (Semester End Examination : 30 Marks. Duration: 1 hr) 

Q1: Attempt any three (out of five/six) from Module 1 (15 marks) 

Q2: Attempt any three (out of five/six) from Module 2 (15 marks) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

QUESTION PAPER PATTERN  

(External and Internal) 
(Mentioned along with each course) 

 
Format of Question Paper: (Semester End Examination : 30 Marks. Duration: 1 

hr) 

Q1: Attempt any three (out of five/six) from Module 1 (15 marks) 

Q2: Attempt any three (out of five/six) from Module 2 (15 marks) 

 
Letter Grades and Grade Points: 

 

 
Semester GPA/ Programme 

CGPA Semester/ Programme 

% of Marks Alpha-Sign/  

Letter Grade Result 

Grading 

Point 

9.00 - 10.00 90.0 – 100       O (Outstanding) 10 

8.00 - < 9.00 80.0 - < 90.0        A+ (Excellent) 9 

7.00 - < 8.00 70.0 - < 80.0        A (Very Good) 8 

6.00 - < 7.00 60.0 - < 70.0        B+ (Good) 7 

5.50 - < 6.00 55.0 - < 60.0      B (Above   Average) 6 

5.00 - < 5.50 50.0 - < 55.0         C (Average) 5 

4.00 - < 5.00 40.0 - < 50.0         P (Pass) 4 

Below 4.00 Below 40.0         F (Fail) 0 

Ab (Absent)              -          Ab (Absent) 0 

 

 
 

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Vertical-6 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

  



 

 

 

As Per NEP 2020 
 

  
                                  

 

University of Mumbai 
 

 

 

 

                                                 

Syllabus for Community Engagement 

Project (CEP) 

Vertical-6 
 

Faulty of Science & Technology     

Board of Studies in Information Technology 

Name of the Programme – B.Sc. (Information Technology) 

Semester  

 

V  

Credit 2 

Duration    30 hrs (Field Work+ Survey)   
+ 15hrs (Discussion + Report Writing) 
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Name of Faculty:-  Science & Technology 
Name of Programme :- B.Sc. (Information Technology) 
Duration :- 30 hrs (Field Work+ Survey) + 15hrs (Discussion + Report Writing)  : Total - 45 hrs 

 

 
Indicative Topics for CEP 

 

Sr. 
No. 

Name of the Topic 

1.  Digital Literacy Training for Senior Citizens  

2.  Basic Computer Skills for Rural School Students  

3.  Smartphone Usage & Online Safety for Women Self-Help Groups  

4.  Digital Awareness Program for Persons with Disabilities  

5.  Teaching Internet Basics to First-Generation Learners  

6.  Bridging the Digital Divide in Urban Slum Communities  

7.  Multilingual Digital Literacy Content Development  

8.  Helping Small Vendors Go Digital (UPI, QR, Apps)  

9.  Cyber Awareness Campaign for Rural Communities  

10.  Digital Skills Bootcamp for Unemployed Youth 

11.  Cybercrime Awareness and Prevention Workshops  

12.  Social Media Safety & Digital Footprint Awareness  

13.  Phishing, Scam & Fraud Detection Awareness Program  

14.  Password Hygiene and Personal Data Protection Campaign  

15.  Cyber Ethics and Responsible Internet Usage Program  

16.  Online Safety for Children and Adolescents  

17.  Digital Privacy Awareness for Community Organizations  

18.  Secure Online Banking Awareness Programme  

19.  Community Helpdesk for Cyber Safety Queries  

20.  Fake News Detection and Media Literacy Programme  

21.  Assisting Citizens in Using Government Digital Portals  

22.  Awareness Program on Digital India Initiatives  

23.  Helping Communities Access Online Healthcare Services  

24.  Training on DigiLocker, Aadhaar & PAN Services  

25.  Online Grievance Redressal Systems Awareness  

26.  Digital Tax Filing Support for Small Businesses  



27.  Voter Awareness Using Digital Platforms  

28.  Digital Skill Support for Local Government Offices  

29.  Smart Village / Smart City IT Enablement Project  

30.  Creating Digital Guides for Public Welfare Schemes  

31.  Developing E-Learning Content for Government Schools  

32.  Setting Up Virtual Classrooms for Rural Schools  

33.  Coding Awareness Program for School Children  

34.  STEM Education Support Using Free Digital Tools  

35.  Educational App Development for Local Language Learning  

36.  Digital Library Creation for Community Centers  

37.  Online Career Guidance Portal for Underprivileged Students  

38.  Learning Management System (LMS) Setup for NGOs  

39.  Assistive Learning Tools for Differently-Abled Students  

40.  Digital Assessment Tools for Community Schools  

41.  Health Awareness Campaign Using Mobile Applications  

42.  Telemedicine Awareness and IT Support Program  

43.  Environmental Monitoring Using Sensors & Data Analytics  

44.  Waste Management Tracking System for Local Bodies  

45.  Air & Water Quality Awareness Using Data Visualization  

46.  IT-Based Disaster Preparedness and Alert Systems  

47.  Nutrition & Health Tracking App for Community Use  

48.  Digital Record System for Community Health Workers  

49.  Smart Farming Advisory System for Farmers  

50.  Climate Change Awareness Using Interactive Dashboards  

51.  Website & Digital Presence Development for NGOs  

52.  IT Support for Self-Help Groups and Micro-Entrepreneurs  

53.  Digital Marketing Training for Small Businesses  

54.  Inventory & Billing Software for Local Shops  

55.  Data Management Solutions for Non-Profit Organizations  

56.  Crowdfunding Platform Development for Social Causes  

57.  Social Media Strategy for Community-Based Organizations  

58.  Technology Support for Rural Startups  

59.  Building Open-Source Solutions for Social Problems  

60.  Community-Based Hackathon for Social Innovation  
 



 

                 The topics are indicative and the faculty members should allot Community 

Engagement Project that are relevant and important as per core Subject. The 

Community Engagement Project may be taken individual or in a group up to 4 students 

with proper guidance from Faculty. 

Evaluation Pattern:- 

Evaluation during CEP Program involves two key components :- 

External Evaluation 60% 

Internal Evaluation 40% 
 

Evaluation Chart 
 

(i) External Evaluation (Marks 30) 
 

Criteria Marks 

Objectives, Literature Review , Methodology, Data 

Analysis, Conclusion and Recommendations 

15 

Overall Project Report Structure and Style 5 

Presentation Skills & Communication 10 

Total 30 

 
(ii) Internal Evaluation by Guide (Marks 20) 

 

Criteria Marks 

Attendance, Community interactions completion and 

interaction with Supervisor 

10 

Overall Report quality 10 

Total 20 
 

 

 
 

*   Please see the Guidelines for Community Engagement Project for UG     

     Students, as per NEP 2020 
 

 

 

 

    Sd/-                                                   Sd/-                                                       Sd/- 

Sign of the BOS  

Dr. R. Srivaramangai 

Chairman/Co-ordinator 

BOS/Ad-hoc BOS        in 

Information Technology 

 Sign of the                              

Offg. Associate Dean 

Dr. Madhav R. Rajwade 

Faculty of Science & 

Technology 

Sign of the Offg. Dean 

Prof. Shivram S. Garje 

Faculty of Science & 

Technology 

 


